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SUMMARY DESCRIPTION
PART I – SELECTION PROCEDURES AND REQUIREMENTS
Section 1: Letter of Invitation (LOI)
This Section is a letter from the Bank addressed to potential bidders inviting them to submit
a proposal for the assignment. The LOI includes references to the selection method and
applicable guidelines or policies of the Bank that govern the selection and award process.
Section 2: Instructions to Bidders
“Instructions to Bidders” contains provisions that are to be used without modifications. This
Section provides information to help potential bidders prepare their proposals. Information
is also provided on the submission, opening and evaluation of proposals, contract
negotiation and award of contract.
Section 3: RFP Data Sheet
“RFP Data” contains information specific to the current selection and corresponds to the
clauses in “Instructions to Bidders” that call for selection-specific information to be added.
Section 4: Terms of Reference (TORs)
This Section describes the scope of services, objectives, goals, specific tasks required to
implement the assignment, and relevant background information; provides details on the
required qualifications of the key experts.
Section 5: Evaluation Criteria and Methodology
This Section provides information and evaluation of proposals
Section 6: Technical Proposal Questionnaire
This Section includes the forms for Technical Proposals that are to be completed by potential
bidders and submitted in accordance with the requirements of Section 2.
Section 7: Financial Proposal Questionnaire
This Section includes the financial forms that are to be completed by potential bidders,
including bidders’ costing of their technical proposal, which are to be submitted in
accordance with the requirements of Section 2.
Section 8: Eligibility Requirements
This Section contains information regarding eligible countries.
PART II – CONDITIONS OF CONTRACT
Section 9: This describes the resulting contract terms and includes as appendices the
Specific Conditions (Appendix 9A), General Terms and Conditions for the Purchase of
Goods and Services (Appendix 9B), the template Service Level Agreement (Appendix 9C)
and the Code of Conduct (Appendix 9D).
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SECTION I – LETTER OF INVITATION

Dear Sir/Madam,
1. The African Development Bank (the “Bank”) invites proposals for the provision of goods
and services as described in this Request for Proposal (RFP). To qualify for award, a
bidder shall meet the qualification criteria set out in the Section 2.
2. The proposals submitted by bidders shall be received by the Bank on or before the date
and time and in the manner specified in Section 2. The Bank’s requirement is set out in
Section 4.
3. The Bank is an ‘AAA’ rated regional multilateral development finance institution,
established in 1963, with a mandate to further economic development and social
progress of African countries, individually and collectively. 80 member countries
including all the 54 African countries and 26 non-African countries in the Americas,
Europe and Asia own the Bank.
4. The Bank's principal functions include: (i) using its resources for the financing of
investment projects and programs relating to the economic and social development of
its Regional Member Countries (RMCs); (ii) the provision of technical assistance for the
preparation and execution of development projects and programs; (iii) promoting
investment in Africa of public and private capital for development purposes; and (iv) to
respond to requests for assistance in coordinating development policies and plans of
RMCs. In its operations, the Bank is also required to give special attention to projects
and programs that promote regional integration.
5. The Bank began its operations from its headquarters, in Abidjan, Côte d’Ivoire on July
1, 1966. For purposes of its operations the Bank also maintains field offices in certain
of its RMCs.
6. The information contained in the RFP is designed to enable bidders complete and
submit proposals. Bidders shall read the RFP carefully and ensure proposals comply
with the instructions provided in the RFP. Bidders are required to complete and submit
the Technical Proposal Questionnaire (Section 6) and Financial Proposal Questionnaire
(Section 7) in accordance with the Instructions to Bidders (Section 2), RFP Data Sheet
(Section 3), Description of Goods / Technical Specification / Terms of Reference
(Section 4), Eligibility Criteria (Section 8) and the Contract Conditions (Section 9). The
Bank shall evaluate proposals in accordance with the evaluation criteria and
methodology (Section 5). The Bank is not bound by any other terms and conditions
unless agreed in writing by the Bank.
7. Any eligible bidder interested in doing business with the Bank shall register with the
Bank through its website at:
https://eprocurement.afdb.org/sap/bc/webdynpro/sap/zsup_reg_submit#
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8. A copy of all documents referred to in the RFP can be found on the Bank’s website:
http://www.afdb.org/fr/about-us/corporate-procurement/procurement-notices/currentsolicitations/
9. We look forward to receiving your proposal and thank you for your interest in doing
business with the Bank.

Division Manager
Corporate Procurement Division
General Services and Procurement Department
Date ________________
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SECTION 2 - INSTRUCTIONS TO BIDDERS
GENERAL
1. Eligibility of Bidders, Goods and Services - Goods and services procured by the Bank shall be
produced in a member country of the Bank and supplied by bidders from a member country of the
Bank as defined in the Presidential Directive concerning the Rules for Corporate Procurement
activities of the Bank. The Bank’s eligibility criteria as defined in the Presidential Directive are set
out in the RFP.
2. Procurement Ethics, Integrity, Anti-corruption and Fairness
2.1. It is the Bank’s policy that bidders/suppliers to the Bank observe the highest standard of
ethics during the procurement process and execution of such contracts. In pursuance of this
policy, the Bank shall reject a proposal if it determines that the bidder, or any of its personnel,
agent, consultant, subcontractor or service provider, has, directly or indirectly, engaged in
“Corrupt’, “Fraudulent’, “Collusive”, “Coercive” or “Obstructive” practices in competing for the
contract in question. These terms are as defined in the General Terms and Conditions
(Appendix 9B). The Bank may also declare the bidder ineligible for participation in future
procurement and award of contracts, either indefinitely or for a stated period of time.
2.2. A bidder/supplier who offers any gift of any value to Bank staff will be considered to be
influencing the procurement process. The Bank shall reject a proposal if it determines that any
such gift has been offered.
2.3. All bidders/suppliers are required to comply with the Code of Conduct for Suppliers in Section
9.
3. Conflict of Interest - A bidder shall not have a conflict of interest that would call into question its
participation in the procurement process and award of contract. Bidders shall disclose any potential
or actual conflict of interest in the disclosure form and during execution of any contract. All bidders
found to have a conflict of interest may be disqualified.
4. Joint Venture
4.1. Where a joint venture or any other form of partnership (JV) approach is proposed, bidders are
required to provide full details of the JV and nature of relationship with other JV members.
Bidders forming a JV shall nominate an authorized representative of the JV (duly evidenced by
submitting a power of attorney signed by a legally authorized representative of the JV) who
shall have the authority to conduct all business for and on behalf of all members and enter into
the contract. Each member shall meet the eligibility criteria as defined in the Presidential
Directive.
4.2. A JV shall comprise no more than four members. At least one member shall provide 40% of
the contract sum and each of the other members shall provide at least 20% of the contract
sum.
4.3. All members shall be jointly and severally liable for the performance of any resulting contract.
CLARIFICATION OF THE PROCUREMENT PROCESS
5. Bidders are solely responsible, at their own cost and risk, for obtaining information that may be
necessary for preparing proposals and entering into the contract.
6. Amendment of RFP – The Bank reserves the right to modify any content of the RFP without
incurring any liability to any bidder. Any such amendment shall be posted on the Bank’s website. It
is the sole responsibility of bidders to ensure they are aware of any amendment and take the
amendment into account in preparing proposals.
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7. Clarification of RFP
7.1. A bidder requiring any clarification on the RFP shall notify the Bank in writing at the details
provided in the RFP Data Sheet and within the period for clarification in the RFP Data Sheet.
Written copies of the Bank’s response (including the questions raised without identifying the
source) shall be posted on the Bank’s website.
7.2. If a bidder feels that any provision in the RFP will be unacceptable, such issue and any request
for change to the RFP shall be raised at the earliest opportunity in writing at the details provided
in the RFP Data Sheet and in any event no later than the deadline in the RFP Data Sheet.
7.3. The Bank shall determine, in its sole discretion, to accept or reject any query or request for
change. Any response from the Bank shall be binding on bidders.
7.4. A bidder who contacts any member of Bank staff directly or indirectly in relation to the
procurement (except staff specified in the RFP Data Sheet) shall be disqualified.
7.5. The Bank shall not respond to any query or request received after the deadline in the RFP Data
Sheet.
8. Site Visit / Pre-Bid meeting
8.1. If provided in the RFP Data Sheet, bidders are invited to attend a site visit and pre-bid meeting.
The purpose of the meeting will be to clarify issues and answer questions on any matter relating
to the Bank’s requirements. The cost of the site visit and pre-bid meeting shall be at the bidder’s
own expense.
8.2. Bidders are requested to submit any questions in writing to the address in the RFP Data Sheet,
to reach the Bank no later than one week before the meeting.
8.3. If provided in the RFP Data Sheet that attendance at the site visit and pre-bid meeting is
mandatory, any bidder wishing to submit a proposal shall attend the site visit and pre-bid
meeting. The Bank shall not consider a proposal from a bidder who does not attend a
mandatory site visit and pre-bid meeting.
8.4. Minutes of the meeting (including the text of the questions raised without identifying the source
together with the Bank’s response) shall be posted on the Bank’s website.
PREPARATION OF PROPOSALS
9. Cost of Bidding – Bidders shall bear all costs associated with the preparation and submission of
proposals. The Bank shall not be responsible or liable for any costs regardless of the conduct or
outcome of the procurement process.
10. Language of Proposals
10.1. The proposal and all correspondence and documents relating to the proposal exhanged
by the bidder and the Bank shall be writtten in the language specified in the RFP Data Sheet.
A proposal submitted in a language not specified in the RFP Data Sheet shall be rejected.
10.2. Any printed literature furnished by the bidder written in another language other than the
language specified in the RFP Data Sheet shall be accompanied by a certified translation
in the language in the RFP Data Sheet of its pertinent passages in which case, for the
purpose of interpretation of the proposal, the translation shall govern.
11. Subcontractors and service providers – Bidders shall identify any sub-contractors that will play
a significant role in the bidder’s performance of the contract. The Bank reserves the right to obtain
the same level of information from subcontractors as from bidders.
12. Documents comprising the Proposal - Proposals shall comprise the following documents,
completed in full and supported with evidence and information requested:
 Technical Proposal Questionnaire; and
 Financial Proposal Questionnaire.
13. Statement of Conformity, Bid Submission Form and Price Schedule – Bidders shall sign the
Statement of Conformity and Bid Submission Form and complete the price schedule using the forms
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provided. The forms shall be completed without alterations to its format and content. No other
substitutes shall be accepted.
14. Publicity Material - Unless expressly permitted in the RFP, bidders shall not submit brochures,
general marketing or promotional material with proposals. Publicity brochures shall not be
accepted as answers to questions. Bidders shall respond fully to the questions in the RFP.
15. Meeting the Bank’s requirements
15.1.
Unless otherwise provided, bidders shall meet the Bank’s requirements by the
deadline for submisison of proposals.
15.2.
Bidders shall respond in sufficient detail and provide evidence and supporting
documentation to enable the Bank determine whether the bidder has the required capability,
experience, knowledge and expertise to satisfactorily perform the contract.
16. Mandatory Requirements – The RFP may include mandatory requirements. The classification of
a requirement as mandatory gives an indication of its significance to the Bank. A proposal that does
not meet any mandatory requirement shall be rejected as non-responsive.
17. Samples and Inspection
17.1.
The Bank may request samples at any time during the procurement process. If
requested, bidders shall provide samples free of charge. A bidder who fails to provide the
required samples shall be disqualified. The Bank makes no guarantee that the samples will be
returned or the condition of samples upon completion of evaluation. Samples shall be returned
at the bidders own cost.
17.2.
If provided in the RFP, the Bank shall conduct an inspection of the goods and services
during the procurement process either at the bidder’s premises or at the Bank’s offices. Such
inspection shall not relieve the bidder from any of its obligations under the contract. The Bank
shall notify bidders in writing of the details of any inspection. The Bank shall not be responsible
for the expenses incurred by the bidder for such inspection.
18. Demonstration – If provided in the RFP, the Bank shall require bidders to provide a live
demonstration of the proposed solution. The bidder shall provide the demonstration free of charge
and the Bank shall not accept any liability for any damage to or loss of bidders’ property in
connection with such demonstration.
19. Sustainable Procurement – the Bank is committed to managing its business in an environmentally
and socially responsible manner. The Bank would like to work with and encourage suppliers to
execute the contract in the same manner. Bidders are encouraged to set out how they intend to
incorporate environmental and social considerations if awarded the contract.
20. Alternative Proposals - The Bank shall not consider any variation to its requirements (“Alternative
Proposal”) unless expressly permitted in the RFP Data Sheet. If an Alternative Proposal is
permitted, the Alternative Proposal shall be accompanied by a fully compliant proposal, i.e. one that
meets the minimum technical requirements. The bidder shall quote the price for the fully compliant
proposal and then separately provide the technical specification, methodology and adjustment in
price that can be offered if the Alternative Proposal is accepted. The nearest functional equivalent
or closest standard shall be offered as an alternative. Only the Alternative Proposal of the successful
bidder shall be considered.
21. Acceptance of the Specific Conditions - It shall be clearly understood that by submitting a
proposal in response to the RFP, a bidder shall be deemed to have accepted the Specific
Conditions. A proposal that does not accept the Specific Conditions shall be rejected as nonresponsive.
22. Taxes - The prices quoted shall be net free and clear of all applicable taxes including withholding
tax duties, fees, levies or indirect taxes, such as customs duties, as the Bank, by virtue of its status
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as an international organization, is exempt from paying any direct or indirect taxes, by virtue of
Article 57 of the Agreement establishing the Bank. If the bidder is unable to quote or invoice
exclusive of all applicable taxes, such taxes shall be separately set forth on the quote or invoice.
23. Bid Prices
23.1.
The prices submitted by bidders shall, except insofar as it is otherwise provided in the
contract, include all labour, supervision, materials, transportation, insurance, profit, general
risks, liabilities and obligations set out or implied in the contract.
23.2.
The Bank shall award the contract based on value for money that takes into account the
whole life costing (i.e., life-cycle costs of the goods and services, maintenance, spare parts,
warranty, training, disposal, shipment, insurance) of the requirement.
24. Currency of Proposal - The prices shall be expressed in the currency in the RFP Data Sheet. A
bidder shall express all prices in the same currency.
25. Lots – If the Bank’s requirement is sub-divided into separate units (“lots”), bidders can submit a
proposal for one or multiple lots unless otherwise indicated in the RFP Data Sheet.
26. Period of Validity of Proposals – Proposals shall remain valid for a period not less than the period
stated in the RFP Data Sheet. Proposals valid for a shorter period shall be rejected as nonresponsive. The Bank may require bidders to extend the period of validity of proposals. If the bidder
does not extend the period of validity of proposals, the bidder’s proposal may be rejected. A bidder
granting the request shall not be required or permitted to modify its proposal.
27. Bid Security
27.1.
If provided in the RFP Data Sheet, the bidder shall furnish, as part of its proposal, the
original of either a Bid-Securing Declaration or a bid security in the amount, form and valid for
the period in the RFP Data Sheet.
27.2.
The bid security shall be in the form of a certified cheque or a bank guarantee from a
bank located in a member country of the Bank and acceptable to the Bank. Any proposal not
accompanied by a substantially responsive bid security shall be rejected.
27.3.
The Bank may require bidders to extend the period of validity of a bid security. If the
bidder does not extend the validity of the bid security, the bidder’s proposal shall be rejected
unless the bidder submits a new bid security acceptable to the Bank before the expiration of
the bid security.
27.4.
The bid security of a joint venture shall be issued in the name of the joint venture
submitting the proposal and shall list all members of the joint venture.
27.5.
The bid security shall be returned to bidders or forfeited in the circumstances specified
in the RFP Data Sheet.
SUBMISSION AND OPENING OF PROPOSALS
28. Deadline for Submission of Proposals
28.1.
The Bank shall receive proposals no later than deadline in the RFP Data Sheet. It is the
sole responsibility of bidders to ensure timely receipt of proposals by the Bank.
28.2.
The Bank shall extend the deadline for submission of proposals at any time without
incurring any liability to bidders.
29. Late Proposals – The Bank shall not consider any proposal received after the deadline for
submission of proposals. Any proposal received by the Bank after the deadline for submissions
shall be declared late and rejected by the Bank.
30. Proposals rejected by the Bank – Proposals rejected by the Bank shall be destroyed or returned
to bidders, at its own cost, if so requested.
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31. Proposals submitted electronically via AfDB e-Procurement portal
31.1.
If provided in the RFP Data Sheet, proposals shall be submitted electronically via AfDB
e-Procurement portal.
31.2.
Bidders shall obtain guidance on submitting proposals electronically in the user manual
in AfDB e-Procurement portal.
31.3.
The Bank reserves the right to request the original of any form, document or
authorization submitted electronically by any bidder.
32. Proposals submitted by mail, courier or hand-delivery
32.1.
If provided in the RFP Data Sheet, proposals shall be submitted by mail, courier or hand
delivery.
32.2.
Proposals shall be submitted in a sealed envelope (with both the technical proposal
questionnaire and financial proposal questionnaire in separate sealed envelopes) and
addressed to the Bank at the address in the RFP Data Sheet.
32.3.
Each bidder shall submit proposal in one original and four copies (any attachment,
appendix and annex thereto shall also be submitted in one original and four copies): the
original proposal shall carry the mention “Original” and each of the four copies the mention
“Copy”. The technical proposal (one original and four copies) and the financial proposal (one
original and four copies) shall each be placed in two separate sealed envelopes (the “internal
envelopes”).
32.4.
The following mention shall appear on each internal envelope:
a) the RFP reference;
b) the mention “Technical Proposal” or “Financial Proposal” as the case may be; and
c) the name and address of the bidder.
32.5.
The internal envelopes shall be placed together in a large single envelope called
“external envelope” which shall be anonymous and carry the label in the RFP Data Sheet
that should be photocopied and placed on the external envelope.
32.6.
Any alternative proposal shall be prepared, sealed, marked and dispatched as per the
instructions in this paragraph and clearly be identified as “Alternative”.
32.7.
All pages of the proposal shall be numbered. Each copy of the proposal shall be bound
in a single volume where practical. All documentation submitted with the proposal shall be
bound in a single volume.
32.8.
The person or persons signing the proposal shall initial all pages of the proposal where
correction has been made.
32.9.
When delivered by hand, the proposal shall be delivered at the address during the
working hours of the Bank from 8.00 hrs. to 12.00 hrs. and from 14.00 hrs. to 18.00 hrs.,
Monday through Friday except for holidays observed by the Bank. Delivery to any other office
of the Bank shall be at the risk of the bidder and shall not constitute timely delivery.
33. Modification / Withdrawal of Proposals – Bidders may modify or withdraw proposals prior to the
deadline for submission. Bidders shall not be permitted to modify or withdraw proposals after the
deadline for submission.
33.1.
Proposals submitted electronically via AfDB e-Procurement portal - Bidders can
obtain guidance on modifying or withdrawing proposals in the user manual.
33.2.
Proposals submitted by mail, courier or hand-delivery - The bidder’s modification
or withdrawal shall be prepared, sealed, marked and dispatched as per paragraph 32 and
accompanied by a written notice duly signed by an authorized representative. Any modification
or withdrawal shall clearly be identified as “Modification” or “Withdrawal”.
34. Bid Opening – Proposals shall be opened as soon as possible after the deadline for submission.
The record of the bid opening shall be made available as soon as possible on the Bank’s website.
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EXAMINATION OF PROPOSALS
35. Confidentiality and Disclosure of Information - The Bank is committed to make public all
information in its possession unless there is a compelling reason for confidentiality in accordance
with the policy on Disclosure and Access to Information. Bidders shall notify the Bank if the
information provided is confidential and shall not be disclosed to the public. The Bank shall endeavor
to maintain confidentiality of confidential information and evaluation of proposals. The Bank
reserves the right to disclose information in accordance with the policy on Disclosure and Access
to Information.
36. Clarification of Proposals
36.1.
To assist in the examination and evaluation of proposals and qualification of bidders,
the Bank may, at its discretion:
36.1.1. Require any bidder to clarify any part of its proposal;
36.1.2. Require any bidder to provide further information or documentation;
36.1.3. Undertake site visit to any bidder; or
36.1.4. Contact referees provided by any bidder.
36.2.
Any clarification submitted by a bidder that is not in response to a request by the Bank
shall not be considered. No change in the price or substance of the proposal shall be sought,
offered or permitted. Where a bidder does not provide the information requested the proposal
shall be evaluated as presented.
37. Determination of Responsiveness
37.1.
The Bank’s determination of a proposal’s responsiveness is to be based on the contents
of the proposal itself, as defined in the RFP. A substantially responsive proposal is one that
meets the requirements of the RFP without material deviation, reservation or omissions.
37.1.1. “Deviation” is a departure from the requirements specified in the RFP;
37.1.2. “Reservation” is the setting of limiting conditions or withholding from complete
acceptance of the requirements specified in the RFP; and
37.1.3. “Omission” is the failure to submit part or all of the information or documentation required
in the RFP.
37.2.
A material deviation, reservation or omission is one that,
37.2.1. If accepted, would:
37.2.1.1. Affect in any substantial way the scope, quality or performance of the
requirements as specified in the RFP;
37.2.1.2. Limit in any substantial way, inconsistent with the RFP, the Bank’s rights or the
bidder’s obligations under the proposed contract; or
37.2.1.3. If rectified, would unfairly affect the competitive position of other bidders
presenting substantially responsive proposals.
37.3.
The Bank shall examine the technical proposals to determine whether proposals are
substantially responsive with the requirements.
37.4.
If a proposal is not substantially responsive to the requirements of the RFP, it shall be
rejected by the Bank and may not subsequently be made responsive by correction of the
material deviation, reservation or omission.
BID EVALUATION
38. Conversion to Single Currency - For the purpose of evaluation, the Bank shall convert all prices
into the Bank’s Units of Accounts (UA) by using the Bank’s monthly moving average rate for the
applicable month (deadline for submission of proposals).
39. Acceptance or Rejection of Proposals - The Bank reserves the right to accept or reject any or all
proposals, and to cancel the procurement process and reject all proposals at any time prior to
contract award, without incurring any liability to bidders.
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AWARD OF CONTRACT
40. Award Methodology
40.1.
The Bank shall evaluate proposals in accordance with the evaluation criteria and
methodology.
40.2.
The Bank may discuss proposals with the successful bidder in order to improve and
clearly specify the contents of the winning proposal. Under no circumstances shall the Bank
change its requirements.
41. Contract Award
41.1.
By issuing this RFP, the Bank is not committed to award a contract for all or part of the
requirements.
41.2.
The Bank reserves the right to award the contract for part of the requirements. Bidders
shall indicate if they would not accept a contract for part of the requirements.
41.3.
If the requirement is divided into lots, the Bank reserves the right to award the contract
to a bidder to satisfy the entire requirement.
41.4.
The Bank reserves the right to increase or decrease the volume of goods or services,
usually not to exceed 20%, without any change in unit price or other terms and conditions.
42. Best and Final Offer - Following evaluation of proposals, the Bank may decide to obtain Best and
Final Offers from qualified bidders whose proposals are substantially responsive with the
requirements. If such a decision is made, the Bank shall notify bidders in writing of the process. The
Bank may use e-auction for this process.
43. Notification of Award – Following a recommendation to award the contract, the Bank shall issue
a notice of consideration for award to the successful bidder and regret letters to unsuccessful
bidders.
44. Debriefing - Unsuccessful bidders may request debrief upon request to the Bank within seven (7)
days from receipt of the regret letter.
45. Contractual Relationship - The contractual relationship shall be governed by the terms and
conditions set out in Section 9 and shall include the description of goods/technical
specification/terms of reference, the successful bidder’s technical and financial proposal.
46. Performance Security
46.1.
If provided in the RFP Data Sheet, the successful bidder shall furnish the performance
security within the period, amount and form stipulated in the RFP Data Sheet. The performance
security shall be in the form of a bank guarantee from a bank located in a member country of
the Bank and acceptable to the Bank.
46.2.
The performance security shall be returned to the bidder as set out in the General and
Specific Conditions.
46.3.
Failure of the successful bidder to comply with the requirements of performance security
shall constitute sufficient grounds for cancellation of the award to the bidder without any right
of action against the Bank.
46.4.
In lieu of bank guarantee, the Bank may retain 10% of the contract sum that shall be
returned to the bidder as set out in the General and Specific Conditions.
47. Advance Payment
47.1.
If provided in the RFP Data Sheet, the Bank shall provide advance payment to the
successful bidder, subject to a maximum amount not to exceed 30% of the contract sum. The
advance payment request shall be accompanied by an advance payment guarantee from an
insurance company or bank located in a member country of the Bank and acceptable to the
Bank. The advance payment guarantee shall be in the form specified in the RFP Data Sheet.
47.2.
For the purpose of receiving the advance payment, the bidder shall make an estimate
of, and include in its proposal, the expenses that will be incurred during the first month
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beginning with the date of the Bank’s notice to proceed or contract signature, whichever is
earliest.
47.3.
The advance payment shall be repaid to the Bank by deducting proportionate amounts
from payments due to the successful bidder as set out in the General and Specific Conditions.
47.4.
The advance payment guarantee shall be returned to the bidder as set out in the
General and Specific Conditions.
48. Defects Liability Period and Retention Fee – If provided in the RFP Data Sheet, the Bank shall
retain 10% of the contract sum until the end of the defects liability period. This is the pre-determined
period after practical completion of the project when the successful bidder is responsible for making
good any faults which appear and which are due to defective materials or work. The defects liability
period is set out in the General and Specific Conditions. The Bank shall pay the successful bidder
the retention fee as set out in the RFP Data Sheet.
FURTHER ASSISTANCE
49. Authorized Representative – Bidders shall provide the Bank with up to two authorized
representatives. The Bank shall contact bidders through the authorized representative. The Bank
shall assume that the representative is authorized to act on behalf of the bidder and bind the bidder
to any response.
50. Assistance – For assistance on using AfDB e-Procurement portal, bidders shall refer to the user
manual if provided in the RFP Data Sheet. Alternatively, bidders can contact tender@afdb.org and
quote the tender reference.
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SECTION 3 – RFP DATA SHEET
The numbering below refers to the appropriate numbering of the introduction
The goods and services to be provided are: Supply, installation,
§1

configuration, maintenance and training for an IT operations and
analytics system (Network Operations Center) for the African
Development Bank

§1

To qualify for award, bidders (including each partner in a joint venture or
partnership, subcontractors) shall meet the following pass/fail qualification criteria:
Eligibility of Bidders, Goods and Services: Goods and services procured by the
Bank shall be produced in a member country of the Bank and supplied by bidders
from a member country of the Bank.
Eligibility Criteria: a bidder shall not normally be eligible if any of the situations in
the Presidential Directive concerning the rules for corporate procurement activities
of the Bank apply.
Financial Standing: An average turnover of at least USD 1,000,000 per annum
for the last three years 2017, 2016, 2015 (or latest). A bidder shall demonstrate
current soundness of financial position and its long-term profitability.
General and Specific Experience: a bidder shall have a minimum of 5 years’
general experience and successfully or substantially implemented as a prime
contractor at projects of a similar nature and complexity (the contracts cited shall
be at least 70% completed) in the last 5 years.
Historical Contract Performance and Pending Litigation: a bidder shall
demonstrate ability to successfully complete previous contracts and has no
pending litigation to impede its ability to perform the contract.

Conflict of Interest: a bidder shall have no actual or potential conflict of interest
that would call into question its participation in the procurement process and award
of contract.
The numbering below refers to the appropriate numbering of the instructions to bidders
Request for clarification and/or request for change to the RFP shall be sent
§7
In writing by electronic mail: tender@afdb.org; or (iii) to the question and
answer section in the AfDB e-Procurement portal. The request shall be received
by the Bank no later than: 25th June 2018.
§8

The Bank shall organize a site visit and pre-bid meeting: NO

§ 10

The language of proposals and all correspondence is: English or French

§ 20

Alternative proposals are accepted: YES

§ 24

The prices shall be expressed in EUR or USD

§ 25

The Bank’s requirement is divided into lots: NO
Bidders can submit a proposal for one or multiple lots: NO
Page 14 of 113

African Development Bank Group
Tender Ref.: ADB/RFP/CHGS/2018/0092
§ 26

The minimum period of validity of proposals is ninety (90) days from the
deadline for submission of proposals.

§ 27.1

Bid security is required: NO

§ 27.1

However, the bidders are required to fill out a Bid-Securing Declaration Form to
secure their bid. Any bid not supported by a Bid-Securing Declaration will be
automatically disqualified.
A Bid-Securing Declaration shall use the form included in Section 6, Appendix
6L
The deadline for submission of proposals is: 12th July 2018 at 12hrs00, Abidjan
local time.

§ 28
§ 31

Proposals shall be submitted electronically: NO
Submitted proposals shall be accompanied by an electronic copy on a USB
Key of technical proposal only. No financial information should be included.
The USB key shall be sent in the external envelope and to the address as
specified in section §32 below of the RFP Data sheet.

§ 32

Proposals shall be submitted by mail, courier or hand delivery: YES
Proposals shall be sent to the following address and the external envelope
shall bear the following information:
Corporate Procurement Division
General Service and Procurement Department
HQ Building – 17th Floor, Office N° 17-S-24
Avenue Joseph Anoma – Plateau
01 BP 1387 Abidjan 01, Cote d’Ivoire
RFP – DO NOT OPEN UNTIL ON BID OPENING DAY
Ref.: ADB/RFP/CHGS/2018/0042 – RFP FOR SUPPLY, INSTALLATION,

CONFIGURATION, MAINTENANCE AND TRAINING FOR AN IT
OPERATIONS AND ANALYTICS SYSTEM (NETWORK OPERATIONS
CENTER) FOR THE AFRICAN DEVELOPMENT BANK
RFP Closing Date and Time: 12th July 2018 at 12 hrs00, Abidjan time.
§ 46

Performance security is required: YES

§ 47

Advance payment will be provided to the successful bidder: YES
Payment will be made as set out in the General Terms and Conditions.
The successful bidder will be required to provide advance payment guarantee
in the format set out in Section 6 (Appendix O).

§ 48

The Bank shall retain 10% of the contract sum until the end of the defects liability
period: YES
The amount will be returned to the bidder as set out in the General and
Specific Conditions.
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SECTION 4 – TERMS OF REFERENCE
SECTION A

BACKGROUND

1. Introduction
1.1 The African Development Bank
The African Development Bank Group, hereinafter referred to as “The Bank,” is a multilateral
development bank established to contribute to the economic and social development of
Africa, with its Headquarters in Abidjan, Côte d'Ivoire, has 88 members consisting of 54
regional and 26 non-regional member countries. The Bank is represented by 3 Regional
Hubs and 29 Country Offices installed in different African countries and Asia Representative
Office in Japan.
The Bank’s primary objective is to contribute to the sustainable economic development and
social progress of its regional members, individually and jointly. The Bank Group achieves
this objective by: (i) mobilizing and allocating resources for investment in Regional Member
Countries; and (ii) providing policy advice and technical assistance to support development
efforts.
1.2 Background
The African Development Bank (AfDB) has embarked on a major transformation journey,
supporting the Bank objective to develop the economies and policies of Regional Member
Countries in Africa. The last IT strategy (2013 – 2016) resulted in significant improvements
in the technological foundations of the Bank, such as connectivity or infrastructure,
backbone, data centers and effective support to the ‘Return to Abidjan’ program. The new
Digital Strategy (2017 – 2020) aims to complement these achievements with a solid set of
business capabilities to accelerate the Bank’s development with initiatives like :






Automating streamlined business processes, such as procurement, human
resources, financial, travel, trading, property management and asset management to
improve efficiency and effectiveness to drive greater institutional performance
Managing end-to-end High 5 IT initiatives in one place with online easy to use
processes and collaboration tools
Working online from regions and country offices with collaboration capabilities
Enhancing cyber information technology security.

1.2.1 The Bank’s Enterprise Network
The 3 Regional Hubs and 29 Bank’s Country offices (COs) in different African countries are
connected to the datacenters in Abidjan (Cote d’Ivoire) and Pretoria (South Africa) through
a hybrid network connectivity which includes MPLS, DMVPN and VSAT. Each Country
Office has an Internet connection provided by a local ISP. There are approximately 2500
users across The Bank.
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1.2.1.1 Headquarter Datacenter and Campus in Abidjan, Cote d’Ivoire
1.2.1.1.1 Network Infrastructure
The Headquarter building datacenter and campus include 10 routers, 10 firewalls, 8
switches (Cisco Nexus 7000), 8 (Cisco Nexus 5000); 50 Cisco Catalyst Switches , 300 Cisco
Access Points, 2 Cisco Wireless Controllers, 8 Cisco UCS servers.
1.2.1.1.2 The Unified Communication System comprises the following:


Microsoft Skype for Business Enterprise Pool of 3 FrontEnd Servers, 2 Edge Servers



2 Office Online Servers



2 IIS ARR



2 Verba Voice Recording Servers



1 Espera Servers



2 iQSIM GSM Gateways



4 Cisco Voice Gateways



2 FTP Servers



2 Polycom Video Bridge



2 Polycom Gatekeepers Servers



3 Polycom Streaming Servers



3 Polycom Provisioning Server



2 Polycom Web Conferencing Server



50 Polycom Video Endpoints

1.2.1.1.3 Applications, Server and Storage Infrastructure
The HQ datacenter is running on approximately 400 Virtual Machines with Infrastructure
inventory as below:
Servers and Storage


IBM P780 Servers



HP Blade Servers



Cisco UCS Servers



EMC VNX5600 Storage Arrays
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EMC Recover Point Appliances



EMC Data Domain



Brocade Director Class SAN Switches



IBM Tape Library

Operating Systems / Hypervisors


VMWare vSphere



IBM PowerVM



IBM AIX 7.1



Windows (2008/2012/2016)



Redhat & CentOS Linux



VMs on cloud services such as AWS and Azure

Databases


Oracle 11g+ /Oracle 12C



Microsoft SQL Server 2012/2016



MySQL



MongoDB

Applications


SAP



Exchange



SharePoint



Websphere

1.2.1.2 CCIA Building Campus
There is another campus at CCIA Building in Abidjan directly connected to the Datacenter
using 2 point to point links and DMVPN over internet. The network devices in this campus
are approximately: (6 Cisco routers, 6 firewalls, 4 switches (Cisco Nexus 7000), 4switches
(Cisco Nexus 5000); 38 Cisco Catalyst switches, 02 Cisco Wireless Controllers, 30 Cisco
Access Points).
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1.2.1.3 Southern Africa Regional Datacenter and Campus
The Pretoria datacenter provides Disaster Recovery Services and is largely a replication of
the HQ datacenter with the same physical servers and storage infrastructure albeit slightly
less in numbers.
1.2.1.3.1 Network Infrastructure
The Pretoria, South Africa Datacenter network consist of 6 routers, 6 firewalls, 4 switches
(nexus 7000), 4 Cisco switches (nexus 5000), 30 switches Catalyst , 02 wireless controller
30 Wireless Access Points.
1.2.1.3.2 The Unified Communication System comprises the following:


Microsoft Skype for Business Enterprise Pool of 3 FrontEnd Servers, 2 Edge Servers



2 Office Online Servers



2 IIS ARR



2 Verba Recording Servers



1 Espera Server



2 iQSIM GSM Gateways



2 Cisco Voice Gateways



1 FTP Server



1 Polycom Bridge



2 Polycom Provisioning Server



1 Polycom SBC Server (H.323 & SIP)



1 Polycom Web Conferencing Server



10 Polycom Video Endpoints

1.2.1.4 Regional Hubs
Each of the 3 regional hubs has approximately 60 active nodes. 4 router, 20 switches, 4
firewall,25 Access points, 2 warless controllers, 1 Network services server, 2 Cisco Voice
Gateway, 2 Cisco UCS-E with VMware host running 4 virtual machines for Skype for
Business Survivable Branch Server on Windows Server 2012 and CentOS FTP Service, 5
Polycom Video Endpoint, 2 SCOOP IP Multilanguage audio transmitter.
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1.2.1.5 Country Offices
The bank also has 29 Country offices (COs) in different African countries running light weight
application(s) and File services that connecting to datacenters in Abidjan (Cote d’Ivoire) and
Pretoria (South Africa).
There are approximately 24 active nodes. (2 Cisco data routers, 1 Cisco Voice Gateway, 5
network switches, 2 firewalls, 5 Wireless Access points, 2 Wireless LAN controllers, 1 Cisco
UCS-E with VMware host running 2 virtual machines for Skype for Business Survivable
Branch Server on Windows Server 2012 and CentOS FTP Service, 1 Network services
server, 1 Polycom Video Endpoint, 1 SCOOP IP Multilanguage audio transmitter. Therefore:
24*29 = 696 active nodes.
1.2. 2 Rationale of the project
1.2.2.1 Business issues to be addressed by the project
AfDB is experiencing numerous challenges, as the complexity rises in the enterprise
technical environment, there are limited resources available for managing and monitoring
networks, in accordance with best practices, in a localized or distributed way. The AfDB
environment frequently suffers from heavy resourcing burdens, duplication of effort, low
responsiveness to incidents, user complaints and resulting higher downtimes. Time is spent
on being reactive to issues instead of developing proactive capabilities. In addition, there is
a lack of performance and management information concerning the amount of time and
effort spent on incidents.
The main business issues to be addressed by the implementation of NOC are:
A. Improvement of Reliability, Resilience and Security
For the African Development Bank (AfDB), reliability and security of the infrastructure and
services are key factors. These present growing challenges and requirements of the Digital
Transformation Strategy.
B. Knowledge Transfer and Capacity Development
The deployment of the NOC must be accompanied by the transfer of knowledge and should
contribute to the strengthening and the capacity development.
SECTION B OBJECTIVE AND SCOPE OF THE SERVICES
2.1. Objectives
The Bank has identified that the current network and IT infrastructure, though current and
state of the art, may not be adequately monitored and optimally supported by diagnostic and
analytical capabilities to support the Digital Strategy. Hence the vision and motivation for
setting up a unified Network Operations Center. A next generation NOC represents the
upper end of the maturity in operational management. It is an enabler and accelerator of
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business, and moves beyond reactive and curative mode to prevent and predict outages
and failures.
The AfDB Network Operations Center (NOC) should monitor and troubleshoot resource
connectivity, availability and performance in an IT environment. Depending on AfDB’s
existing infrastructure setup and business requirements, it can be centralized, virtual,
distributed or a hybrid of all these. In the process of network support, the NOC must develop,
maintain and implement service methodologies in an ITIL based standard environment.
NOC’s functions will include real-time activities like detection and correction of component
failures, proactive fault prevention and post-facto reporting, and statistic gathering.
For this purpose, the Bank has decided to issue invitations for competitive bidding process
to select a Services Providers in view for the provision installation and maintenance of an IT
Operations and Analytics System in Abidjan and Pretoria.
2.2. Scope of Work (SOW)
To enable the Bank achieve the main objectives of the project which includes the provision,
installation, configuration and maintenance of the IT Operations and Analytics System, four
key milestones have been identified for each phase as follows on the project:
 Milestone 1: Brief review of the Bank’s current IT Infrastructure: This will assist the
vendor to get a better understanding of the Bank’s IT environment
 Milestone 2: Develop a High level and low level design for the IT Operations and
Analytics System to be deployed
 Milestone 3: Deploy and Configure the IT Operations and Analytics System.
 Milestone 4: Capacity Development and knowledge transfer during the deployment of
the IT Operations and Analytics System
2.3 Main functionalities and features of the IT Operations and Analytics System
The IT Operations and Analytics System to be deployed has to perform the following
functions:






Utilize Big-data approach to extract, index and analyse/visualize data-sets
Analyse Wired Data (Transactions), Machine Data, Agent Data and Scripted Inputs
Integrates the existing Element manager tools for unified visualization of
Infrastructure health
Provides a single pane of glass cum Dashboard View for various stakeholders
Helps in noise cancellation/event de-duplication reduction and analysis of events and
incidents

2.4 IT Operations and Analytics System Installation Environment
AfDB wished to adopt a unified NOC setup distributed across Abidjan (Primary) and Pretoria
(DR site) locations. Both sites are planned to be operated in an Active-Active mode in the
future and are already connected through a dedicated dark fibre link, apart from MPLS
network.
Both datacenters (Abidjan and Pretoria) are equipped with VMware virtualization solution,
and hence are ready for deployment of NOC components in a virtual environment.
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Key features of this setup are –
 Unified Monitoring View from both Abidjan and Pretoria NOC Facilities


NOC Tools components hosted on underlying infrastructure at Abidjan and Pretoria Data
Centers in a Cluster-Mode



Central Probe Servers also hosted at Abidjan and Pretoria Data Centers



Secondary Probe Servers hosted at Regional Monitoring Probe Centers (RMPCs) in
Abidjan, Pretoria and Tunis



RMPCs capture probe information from 2 DCs, 5 Regional Offices and 30 Country
Offices



Monitoring Probe Agents configured on all Infrastructure components in these offices



Integration with ServiceNow ITSM Tool.

Figure 1: NOC Active-Active Deployment Architecture

The tenderer may propose a configuration that best meets the Banks needs as detailed in
the business requirements above, factoring in existing infrastructure components and its
network environment. The proposed configuration will be discussed with the bidder selected
based on the initial bank’s requirement and validated by the Bank’s technical team before
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implementation. The bidder will have to conduct discussions with the Bank’s teams in charge
of various infrastructures, and security to arrive at a deployment and integration plan.

2.5 Detailed Technical Specification and Basic Features to be met by the IT
Operations and Analytics Tool
The proposed solution should comply with the minimum technical characteristics below:
Item
Proven,
Integrated
Platform

Technical characteristics
The solution should address use cases including:
a.
b.
c.
d.

Log management
Incident investigations and workflow
Ability to do cross-data source correlations to detect specific
patterns
Long-term data retention

It should be a single, integrated product for logging, IT service
Intelligence
a.
b.
c.

Big Data,
Scalable
Platform

Single user interface for all system functionality including
searching, reporting, rule building, and system administration
Single, common data store for all ingested data
Single search or report that can encompass all the ingested
data

a. The architecture should be scalable and capable to accommodate
unlimited storage
b. The solution design and data should be designed to allow quick
access to terabytes of historical data. It should be able to provide
very fast and distributed searching
c. It should be able to ingest any data without defining schemas
ahead of time
d. It should be able to ingest all the original, unmodified data and
make it searchable (no data reduction)
e. It should be able to put different data types into different logically
separated data stores for optimal search performance or data
segregation/RBAC purposes
f. It should be able to maintain the original timestamps for each
event while handling timestamps from different timezones
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g. It should be able to create data stores summarizing raw data, and
then run searches/reports on these summaries for faster
performance
h. It should allow automatic compression of the ingested data to
reduce storage requirements
i.

The data retention settings should be flexible as follows:
 Can retain ingested data as long as desired: Days, months,
or years
 Granular control on what happens to data as it ages. Aged
data can be rolled off to external/cheaper storage and/or
deleted

j.

The solution should be able for replication to maintain multiple,
identical copies of ingested data for data availability, data fidelity,
disaster tolerance, and improved search performance

Flexible
Deployment
Options

a. The solution should be supported on any hardware or virtual
system (or a mix of both)

PrePackaged
Content and
Capabilities
for Service
Intelligence
Use Cases

a. Correlation Rules
 Existing correlation rules should be easily modifiable and new
correlation searches should be easily created
 Each correlation rule should have automatic, configurable
assignment of severity, owner, and status
 Flexible searching and alerting options
 Event Analytics When important IT events are buried among
thousands of others, IT teams find themselves paralyzed with
too many alerts. You can’t find and fix important issues fast
when you’re manually filtering out the noise and finding the few
events that matter. The real focus should be on managing the
problem, not the event. State-of-the-art / ‘Next Generation
Event Management’ solutions leverage machine-driven artificial
intelligence (AI) to turn all data into immediate action, so one
can identify existing and emerging issues, quickly prioritize
restoration of business-critical services and make decisions
based on data, not best guess.
 (Technology) Service Overview Bringing all data into one
central location provides the opportunity to visualize all
horizontal layers / technology services and clearly depict their
‚health status’, but also – even more importantly – their
interdependencies. This can give IT leaders a complete

b. Should install on all Linux and Windows major operating systems
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overview on the performance and availability of all / individual
services and technologies. With such a functionality one can
visualize the overall situation of their entire IT environment and
at the same time have the capability to – with the click of a
button – drill-down all the way to log-file level to inspect,
analyse and correct any occurring incidents.
Service Insights Functionality to create (and import) Services
and their components/dependencies in an automatic and
dynamic fashion helps to assess these Services end-to-end
and keep them up to date. Thresholds can be automatically set
and adapted via the use of machine learning, which in turns
helps to detect anomalies immediately and inspect whether or
how a service and its entire functioning is being impacted.
Applying machine learning techniques to such a model can
also lead to a ‘predictive’ mode of operations with which
bottlenecks or problems can be detected even before they
have a real impact on the related systems and the service
health overall.

b. Should have hundreds of built-in reports and dashboards
c. The reports and dashboards should support drill-down capabilities
to get quickly from a high-level dashboard to the raw events
d. The reports and dashboards should contain simple filtering options
and form boxes to help users narrow down data to what is of
interest to them
e. Should have available data collectors for popular data source
Can Ingest
all the
Original
Machine
Data / Log
Files from
any Source

a. Should support any data sources including any application, OS,
device, or system whether virtual/physical or cloud-based
b. The solution should not rely on vendor-supplied, custom
connectors to ingest data from different sources
c.

It should be “future-proof” in that it can accommodate new data
sources or changes in the log format of an existing data source

d. Should be able to ingest multi-line or complex event logs
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e. The sources that can be ingested should include:
 Operating system logs (endpoints and servers)
 Email server
 Web server
 DHCP/DNS
 VPN
 Network Flows (NetFlow, IPFIX, etc)
 PCAP files
 Networking devices (routers, switches)
 Databases and mainframes
 NAS/SAN devices and filers
 Hypervisor and virtual machine logs
 Service desk
 Call records
 Mobile devices and mobile device management systems
 Server and Endpoint Management tools
 Internet of Things
 Physical badge data
 Hosted VM environments (Azure, Amazon Web Services )
 Cloud-based applications
 Web analytics
 SAP ERP
 RFID
 GPS
 Custom applications
f. Ability to receive data via a wide range of agent-based and agentless mechanisms including:
i) Vendor supplied agent
 The agent should have the ability to encrypt
communications to the system, to cache the data, to load
balance the data to different servers, and to send the data
via TCP
(ii)
Syslog
(iii)
TCP or UDP
(iv)
SNMP events
(v)
XML
(vi)
CSV
(vii) JSON
(viii) WMI
(ix)
Custom inputs

Scripted inputs

Modular inputs
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g. Ability to directly connect to any SQL database table and extract
the contents for ingesting
Can Enrich
Ingested
Data with
External
Sources to
Add Context
or
Information

a. The solution should have the ability to ingest new, external data to
the previously ingested data to facilitate searching and reporting
going back days, months, or years
b. It should be able to take raw, ingested data and use it to perform
lookups against any database or CSV file

Looked up data could be of any value, including
IPs, machine names, or prohibited
services/external IPs/ports/protocols
b. Supports integration with corporate directories (AD, LDAP,
etc) to extract employee information including:

Employee user names, first, last, phone, manager,
department, location, if privileged, if on watchlist, start
and end dates, etc.

Enables ability to correlate multiple usernames back to a
single employee
c.

Flexible
Search and
Alerting
Capabilities

Supports integration with CMDBs or asset databases to
extract asset information including:
1.c.1. Device host name, IP, MAC, location, if containing
confidential data, if relevant to a given regulation, etc
1.c.2. Enables ability to map an IP to a machine name and
vice-versa

a. Ability to do full-text search on any field in the ingested data
based on:
 Google-like free text search
 Selectable Time ranges
o Specific or relative time windows down to the
month/day/minute/second
 Boolean logic (and, or, not, etc)
 Regular expressions
 Wild card syntax
 Statistical analysis including
 Count of occurrences, distinct count of occurrences, sum
 Most common values or least common values of a field
 Minimum, maximum
b. Average, mean, mode, median
 Standard deviation, variance
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The identification of anomalous values in results that may be
irregular, or uncommon
The statistical correlation between fields
Clustering of events together based on their similarity to each
other as a single event
Truncate outlying numerical values in selected fields to assist
in statistical correlation
First and last seen value
Percentile
Predicted values (search that looks at historical data to
mathematically predict future values)
Perform a union, diff, or intersection of individual or multiple
search results
Search for relationships between pairs of fields by comparing
the values of one field to a reference field and value pair

c. Ability to do baselining and then apply the above search logic to
find outlier/anomalies from the baseline that may be advanced,
non-signature based threats
d. The searches should enable the user to data-mine based on who,
what, when and where
e. Searches can easily be saved, shared, and modified
f. Searches can be real time or scheduled
g. Ability to run multiple concurrent searches
h. Real-time alerting capabilities on a per-search basis that can:
i. Send an email
ii. Initiate a call
iii. Send an SMS
iv. Add to a RSS feed
v. Execute a custom script
1. Scripts can act as “middleware” enabling
automated remediation actions involving
different vendor products
vi. Be throttled so not every event that meets the
search parameters results in an alert action
i. No fixed maximum on the number of searches or alerts that can
be run
Page 28 of 113

African Development Bank Group
Tender Ref.: ADB/RFP/CHGS/2018/0092
Flexible
a. The solution should enable the easy creation of a wide range of
Reporting
visualizations (not limited to fixed, pre-canned reports)
Functionality
b. Native visualizations should include:

Tables

Time charts

Line charts

Bar charts

Area charts

Pie charts

Scatterplot charts

Radial, filler, and marker gauges

Maps
c. Visualizations should have the ability to update in real-time
d. Visualizations should be able to make clear outliers/anomalies
in need of further investigation
e. Visualizations all support drill-down, click-through capabilities
to get from summaries to raw events within seconds
f. Drag and drop user interface enables non-technical and
technical users to build complex reports without having to use
search commands or understand the format of the underlying
raw data
g. For all charts, easy ability to change titles, legends, and axis
labels and settings
h. Easy “drag and drop” editing of dashboard panels
i.
j.

Ability to easily print events, tables, and visualizations
Ability to convert dashboards into PDF files and schedule them
to be emailed to others

k. Ability to integrate with external visualization frameworks and
options (D3, Tableau, etc) for additional visualizations
The Solution
Should be
Secure and
Maintain
Data
Integrity

a. Flexible Roles Based Access Control for controlled user and
API access. Enables restricted access to specific data sources,
data types, time periods, specific views, reports or dashboards
b. Authentication and authorization integration with Microsoft
Active Directory and other LDAP-compliant implementations
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c. Integration to enterprise single sign-on solutions enabling
pass-through authentication of third party credentials
d. Real-time remote ingesting of data to minimize the opportunity
for alteration of audit trails on compromised hosts

e. Secure data stream access and distributed functionality via
SSL/TCP
f. Monitors its own configurations and usage to maintain a
complete, digitally signed audit trail of who is accessing the
system, what searches they are running, what reports they are
viewing, what configuration changes they are making, and
more
Open
Platform

a. Offers an API to expose all ingested data, search commands,
and functionality to external systems, applications, or
dashboards
b. The solution should offer SDKs to programmatically access
the system configuration and data extraction
c.

All system configurations should be configurable via the UI or
the CLI, enabling granular changes and customization

d. Ability to easily forward on data to any external system or
logging tool
The Solution
must be
integrated
with the
ITSM system
ServiceNow

a. Must be able to create tickets for Events and Incidents in
ServiceNow
b. Should be able to receive workflow commands from
ServiceNow
c. Should be able to change the ticket’s status (open,
closure…etc.) in ServiceNow & following up through its life
cycle.
d. Should be able to allow ServiceNow to drill down on events
and apply manual workflow remediation
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2.6 Specific Applications Infrastructure Technical Specifications for the IT
Operations and Analytics Tool
The proposed solution should conform to the minimum requirements below:
Monitor
Hypervisors and
Cloud Services

Landscape
VMware VSphere

Required Features
Ability to auto discover inventory.
Provide Dashboards for critical
Provide relevant proactive alerts
Support for Cloud platforms e.g AWS,
Azure etc.
Optional Features
Monitor health of physical servers’
attributes e.g internal disks, power
supplies, cpus, memory, fans etc.
Support for Cloud AAS e.g. MS Office 365.
Provide optimization capabilities
Provide troubleshooting capabilities
Built-in monitoring templates

Operating
Systems and
Server
Infrastructure

AIX
LINUX
MS Windows
2008/2012/2016
Active Directory
Services
DNS

Asset inventory management detailing
server components such as CPU, Memory,
Ethernet cards etc.
The software should provide non-intrusive,
live performance data graphs (CPU,
Memory, Disks etc.).
Ability to set alert thresholds for CPU,
memory, disk space and services on each
device / system individually.
Ability to perform System profiling that
would analyse a system over time to
determine what the normal characteristics
of that system is.
Ability to provide a dashboard for OS,
Application and Storage Interdependencies
Monitor Microsoft Active Directory and DNS
for performance, activity, system health and
configuration changes
Provide for scalability
Optional Features
Ability to automate remediation of server
problems
Ability to monitor servers in remote
locations (Field offices) through Satellite,
WAN, VISAT connections.
Built-in monitoring templates
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Storage

EMC VNX
Brocade SAN Switches
EMC Recover Point
EMC Data Domain

Applications

SharePoint 2013/2016

SAP ERP(SAP HANA)

Exchange 2013

Applications
Servers
Web Servers

Databases

Websphere
Tomcat
WebLogic
IIS
Apache
NGINX
Oracle 11g +
MS SQL 2012/2016
MySql
MongoDB

Support for multi-vendor storage
environment
Capacity Management and forecasting.
IOPS and throughput monitoring for
Storage
Optional Features
Status for Disk Drives, Disk Groups, RAID
Controllers, Virtual Disks etc.
Error reporting from the various storage
components
Provide storage performance reports
relating to Average Reads, Average Writes,
Average Latency etc.
Switch zoning configuration report
Availability reports for switch & switch
ports
Performance reports for switch Ports
Monitory of Data Domain Utilization and
performance
Monitory of Recover Point performance and
replication status.Built-in monitoring
templates
Monitor and report database queries with
high CPU and response time.
Monitor Application Availability
Optional Features
Monitor page load time.
Built-in monitoring templates
Integration with SAP monitoring tools
(Solman etc.)
Monitor status of exchange related services
Monitor DAG health, replication status, size
and free disk space.
Performance and Availability alert
notifications.
Monitor Application Availability
Monitoring response time and bottlenecks
Monitor Availability
Monitor Load times
Monitor DB Availability
Monitor DB Listener
Monitor Disk Utilization
Monitor DB Archive/Recovery Area
Monitor Tablespace Full
Monitor DB User Locks/Experied
Passwords
Monitor database transactions

Page 32 of 113

African Development Bank Group
Tender Ref.: ADB/RFP/CHGS/2018/0092
Monitoring of Log Sizes for MS SQL
Databases
Optional Features
Built-in monitoring templates
Ability to integrate with other Database
performance monitoring and optimization
tools
Ability to integrate with Oracle Grid Control
for Oracle Applications and Databases

SECTION C REQUIREMENTS AND OBLIGATIONS
3.1 Company Profile
The tenderer should provide proof in the form of several references.
Excellent knowledge of the IT Operations and Analytics installation, configuration,
maintenance, knowledge and practice of ITIL framework and would have had working
experience in providing ITSM related services to at least 3 major companies at the national
or regional level.
Suitable references may include: International Organizations, Central Banks, Economic
Research Institutes, Large Commercial Banks, Large financial institutions, Large Public or
Private Companies, International Organizations, and large NGO’s.
A detailed company profile should be provided with the references including:




Turnover
Profit
Geographical locations

Resumes of the key Personnel should also be provided.
3.2 Functional Performance Requirements of the System






High Availability
Smooth integration into the Bank's current IT and Telecom environment.
Operating continuously twenty four (24) hours a day, seven (7) days a week, including
holidays
Ensuring monitoring and analytics for business-critical services
Protecting sensitive data and servers.

3.3 Documentation Requirements
The Supplier should:


Document all activities relating to the Project implementation
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Design and prepare System Administration Guide and User Guide.
All documents produced shall become the property of the Bank on completion of the
assignment.
The Company may be required to sign a Non Disclosure Agreement (NDA) with the Bank

3. 4 Additional Obligations
The selected Service Provider should, in order to implement the mission, use skilled and
competent personnel who have the following qualifications:
 Excellent knowledge in IT Service Management and especially the deployment of
Network Operations Center, management and maintenance, implementing and training
in the business;
 Must have successfully carried out similar projects in large institutions in similar business
areas;
 Mastery and excellent knowledge of English or French.
SECTION D DELIVERABLES

4.1. Software Installation


Propose, discuss and validate an architecture that meets the criteria of optimization and
efficiency.



Supply, Design and Install the IT Operations and Analytics software products required
for providing the Bank the above functions.



Provide advanced technical training to five (5) staffs of the Bank, in addition to practical
training during implementation as a component of knowledge transfer. The provider has
to propose a training plan that will enable the technical staff of the Bank to appropriate
this technology to ensure better operation later.
Provide user training for thirty (30) persons on IT Operations and Analytics System
administration.




Annual maintenance of the IT Operations and Analytics software provided.

4.2. Approach and plan for implementation
The bidder must provide an approach and a detailed deployment plan, with the deadline for
each phase of the project. The proposed approach for the deployment of the solution should
include the following main steps:





Brief review of the Bank’s Infrastructure.
Proposal by the supplier of the solution taking into account the Bank’s needs and
technical environment and specifications mentioned above.
Development of a High level and low level design for the IT Operations and Analytics
System and Integration with ServiceNow.
Validation of the proposed solution by the Bank’s technical teams.
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Configuration of the IT Operations and Analytics System, integration with ServiceNow
and bank IT infrastructure.
Advanced technical training for five (5) persons on IT Operations and Analytics System
configuration and implementation.
User Training for thirty (30) persons on IT Operations and Analytics System
administration.
Testing of the solution.
Commissioning.

Implementation approach:
The implementation will be done in two phases:
Phase 1: delivery, installation & configuration of the Abidjan IT Operations and Analytics
System: The IT Operations and Analytics System will be delivered in Abidjan, configured
and installed by the supplier. Prior to this phase, the provider will provide an advanced
training for five (5) AfDB’s staff on IT Operations and Analytics System configuration and
implementation.
Phase 2: The IT Operations and Analytics System will be deployed in Pretoria by trained
AfDB’s staff members. The bidder will remotely assist, verify, complete the configuration and
setup the IT Operations and Analytics System.
During all these phases, the provider will ensure the capacity development and the
knowledge transfer.
4.3. Time Frame and Deadline


The phase 1 of this project is expected to start in August 2018 . The implementation is
expected to last not more four weeks after receipt of the IT Operations and Analytics
licenses by the Bank.



The phase 2 is expected to start in September 2018. It is also expected to last not more
four weeks.

4.4. Annual maintenance and support
The supplier must provide an annual maintenance and support plan for a period of three
years that will be automatically renewed for another two years subject to satisfactory
performance of the previous three years and subject to requirements of the Bank to continue
using the provided IT Operations and Analytics System. The maintenance and support plan
must include at least:






Incident and problem management conform to ITIL best practices.
Technical support available 24x7x365
Support tool with a capacity to initiate a support incident and track resolution
progress.
Software maintenance releases, maintenance and patch releases and new software
feature releases for licensed software
Monitoring tool with network supervision and service alerts.
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Support requests professionally managed, classified by severity with a defined
service level for each severity and actively monitored for compliance
Provision of documents regarding the provided IT Operations and Analytics System.
Worldwide access to a knowledge base of solutions and best practices operational
documents.

The maintenance and support will be expected to start from the date of setting up the IT
Operations and Analytics service and acceptance signing.

SECTION E ADDITIONAL REQUIREMENTS
4.1

Project Governance

The selected bidder will report to the Division Manager of Network and
Telecommunications Services. A Project Committee will be established to oversee
supervision and monitoring of the assignment.
Role of the Project Committee:
o Ensure that the outputs and deliverables are consistent with the overall
objectives of the project;
o Ensure the appropriate reviews of issues encountered during the lifespan of
the assignment;
o Verify that the required approvals and directions for the assignment are
obtained at every stage of the assignment;
o Approve recommendations and documents submitted by the Bidder.
4.2

Security requirements

The Bank has defined a set of Information Security requirements to ensure that the new
services/products it acquires are secure. These requirements are mandatory and vendors
are hereby informed that the Bank’s Information Security Unit will verify that the security
requirements listed in Appendix 6N are met using a variety of information gathering
methods including remote testing and onsite visits.

4.3

Technical assistance and support

Technical assistance should be easily reachable (phone, email or client web portal) and
provide prompt service. We expect technical assistance to be able to respond to technical
issues (functionality, data downloading/uploading, etc...) and to provide reliable information
on the methodology of implementation and the solution features. Assistance should also
help to understand some of risk measures and/or sensitivity analysis.
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4.4

Training

The proposal should also indicate the capacity of the firm to conduct training sessions for
the Bank’s staff (30 people) and should provide details on how such training will be carried
out.
4.5

Performance evaluation of the contract

The Agreement to be entered into between the Bank and the contractor will be evaluated
twice a year as per Appendix 9E to the contract (Section 9). The quality of delivery of
services will be assessed using performance criteria on which the Contractor agrees.
Insufficiencies detected will be immediately reported in writing to the attention of the
Contractor, as well as opportunities for improvement in order to meet the standards and
market quality.
The results below those expected by the Bank and the failure to obtain the minimum required
score for each criterion expose the Contractor to sanctions.

4.6

Service standards or other standards

Please refer to Section 9C.

4.7

Live demonstration

As part of the technical evaluation, qualified bidders will be required to carry out a live
demonstration of the functionalities of their proposed software on the basis of the Bank’s
specific requirements as described in Section 5 of the RFP. The live demonstration will
account for 40 % of the final technical evaluation score.

4.8

Client References

As part of the technical evaluation, qualified bidders will be required to provide three (3)
client references with contact details; as well as a summary of the project: business
objectives, key achievements, and planning. Qualified bidders should be ready to facilitate
an on-site visit at the Client place with meetings with key stakeholders of the project.

4.9

Approach and methodology and plan for implementation

The technical proposal should describe the proposed implementation process i.e. how the
solution will be deployed, installed and transitioned into an operational system. Each bidder
is required to provide an overview and a brief description of the major tasks involved in the
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implementation, the overall resources needed to support the implementation effort (such as
hardware, software, facilities, materials, and personnel), any site-specific implementation
requirements etc.
4.10 Project milestones
The following steps should constitute the key milestones once the solution provider has
been selected:
1. Detailed scoping
2. Implementation
3. User Acceptance Test (UAT)
4. Go-live
5. Training and Knowledge Transfer

TERMS AND ABBREVIATIONS

ADB /AfDB: Acronym for African Development Bank. The terms "ADB", "The Bank" and
"ADB Group" are used to refer to the same organization, the African Development Bank
Group comprising the African development Bank (ADB), the African development Fund
(ADF) and the Nigeria Trust Fund (NTF).
ITOA: IT Operations and Analytics
SP: Services Provider
VPN: Virtual Private Network
ISP: Internet Service Provider
IT: Information Technology
NOC: Network Operations Center
FTP: File Transfer Protocols
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SECTION 5 – EVALUATION CRITERIA AND
METHODOLOGY

5.1 Methodology
5.1.1 A qualification (pass/fail) assessment will be carried out to determine whether
proposals meet the eligibility and qualification criteria. Proposals determined to meet
the eligibility and the qualification criteria shall be considered for the next stage.
Proposals not meeting the qualification criteria shall be rejected. The qualification
(pass/fail) questionnaire is set out in Appendix 6D.
5.1.2 Technical proposals determined to meet the pass/fail criteria shall be evaluated using
a two-stage evaluation procedure.
5.1.3 Bidders which have satisfied the minimum technical evaluation score (based on
documentation submitted in the technical proposals) of 70 points will be considered for
financial evaluation. Bidders scoring less than 70 will be rejected.
5.1.4 The final technical score shall be calculated as follows:
Final Technical Score = 60% x Technical score + 40% x Demo score
5.1.5 Bidders scoring less than 70 points final technical score will be rejected
5.1.6 The Selection of bidders will be based on technical quality only. The Bidder with the
highest final technical score will be considered for the next stage and its Financial
Proposal will be opened.
5.1.7 The award shall be made to the bidder receiving the highest evaluation score (above
70%) and ranked no “1” and with whom satisfactory price and terms can be negotiated
and agreed upon.

5.2 Technical evaluation
Following Pass/Fail assessment, responsive offers will be subject to a technical analysis.
The Bank shall carry out evaluation applying the evaluation criteria and point systems
specified below. Each responsive proposal shall be attributed a technical score using the
table below:
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5.2.1

Technical proposal evaluation (weight in final technical score = 60%)

Technical Evaluation Criteria
Points
Response to questionnaire on Functional requirements (Annex 6M)
1
30
Response to questionnaire on Security requirements (Annex 6N)
2
10
Understanding of the TOR and the Overall Quality of the Proposal
3
15
General technical approach and proposed Methodology for execution of the
project indicating main activities of the assignment Deployment of the
solution in HQ (Abidjan) and South Africa (Pretoria)
i) Project Organization and Management Plan; – [05 points]
ii) Delivery and Installation Plan, – [04 points]
iv) Warranty Service Minimum one year. – [02 points]
v) Task, Time, and Resource Schedule, – [02points]
vii) Technical Support and maintenance Plan. – [02 points]
Conformity of the Proposed solution in response technical
4
15
requirements (Each 05 marks)
i. Solution description - General technical approach and proposed
methodologies including main activities of the assignment– [05 points]
ii. Compatibility and integration with AfDB infrastructure devices and
element managers– [05 points]
iii. High level design illustrating how the solution
should be
implemented– [05 points]
5
General and Specific experience
12
Successful implementation of similar projects in the past 5 years (bidder
should provide attestations duly signed by the companies for which the
bidder provided similar services. The document should include signatory
name, email and telephone) - [2 points per attestation up to 03 points]
6

Qualifications and Competence of the Key Personnel for the
Assignment.
Knowledge, skills and experience of the Team Leader and Technical
Engineer on ITIL processes, implementation of IT Operations and Analytics
Tool - 1 marks for each year of experience up to five years for each expert. –

10

[5 points]

Composition of the team to be deployed to for this project (10 Marks
maximum ) - [3 points]

7

Mastery and excellent knowledge of English or French of the key people
proposed for the project. – [02 points]
Training and transfer of knowledge
Training and suitability of the transfer of knowledge program. Indicate the
proposed coverage of the course and other relevant details - [04 points]

8

Project Risk Management (Comprehensive identification of project risk
areas and reasonableness of proposed mitigation plan/actions) – [04 points]
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5.2.2

Demo Evaluation (weight in final technical score = 40%)

In order to confirm the results of the technical evaluations, the Bank requires that only
Bidders that obtained the technical score above the minimum score of 70 points attend a
live demonstration at the Bank’s through Webex/Video or onsite to present their proposed
solution at the cost of the Bidder. The purpose of the presentation is firstly to show the
interface and the environment of the Software and secondly to emphasize on technical
requirements or prerequisites.
Only bidders receiving technical evaluation score (above 70%) shall be invited for live
demonstration on how they intend to implement the system. Live demonstration will account
for 40% of the final technical evaluation score. The mode of demonstration can be physical
or remote.
The demonstration will cover the following:
Demo Evaluation Criteria

Max
Points

Requirements: Ability of the software to be configured to match the
technical requirements

25

Customization: Ability of the software to be customized to accept the
specific process/needs of the Bank as described in the TOR

10

Inbound and outbound Interface: ability of the software to generate data
and feed other systems and to receive data and messages from these
systems (incl. Excel) in various formats

15

Software development languages, and database technical specifications

10

User-friendliness of the application

10

Traceability of the transactions and audit trail based

5

Security and User access management

10

Reporting tools:
- ability to generate standard reports – [05 points]
- ability to generate customized / adhoc key reports and statistics dashboard
in various formats (pdf, spread sheet, txt, graphs, etc.) for decision making.

10

– [05 points]

Ability to accept the use of mobile devices to remotely access the software
Total

5.2.3

5
100

Final Technical Score = 60% x Technical score + 50% x Demo score

Bidders shall obtain a minimum of 70 points following evaluation of technical proposals
(“Qualifying Technical Score”) to be considered for financial evaluation. Bidders obtaining
less than the Qualifying Technical Score shall be rejected.
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5.2.4

Final Ranking
The bidder obtaining the Highest Qualifying Technical Score will be ranked first and
eligible for further consideration.
The financial proposal shall be opened and checked for completeness and
corrected for computational errors.

5.3

Financial negotiations

5.3.1

The Bidder obtaining the Highest Qualifying Technical Score will be eligible to be
considered for financial negotiations.

5.3.2

Following the technical evaluation, the Bank shall notify the Bidder with the Highest
Qualifying Technical Score, by e-mail or fax, that its proposals was accepted, by
inviting him to negotiate its financial offer.

5.3.3

Negotiations begin by examining the financial proposal, the methodology of service
delivery, staff proposed and any suggestions to improve the service delivery. Special
attention shall be paid to optimizing the required outputs from the Bidder and to
defining clearly the inputs required from the Bank to ensure satisfactory
implementation of the assignment. Agreed changes must then be reflected in the
revised financial proposal which will be part of the contract.

5.3.4

If these negotiations fail, the Bank will invite the next highest ranked bidder (provided
the score is equal or above 70 points) for the opening of its financial proposal and to
negotiate the contract.

5.3.5

The negotiations shall be concluded with a review of the draft form of the contract.
The Bank and the Bidder shall finalize the contract to conclude negotiations.

5.3.6

For purpose of evaluation, the Bank will convert all bid prices expressed in the
currency of the RFP in which the bid price is payable, into the Bank’s Units of
Accounts (UA) by using the Bank’s monthly moving average rate for the applicable
month (deadline for submission of proposals).

5.4

Award of contract
The Bank will sign contract with the Bidder with the Highest Qualifying Technical
Score and with whom satisfactory price, terms and conditions have been agreed.

5.5

Post-qualification/Due Diligence

5.5.1

Prior to award of the contract, the Bank may undertake site visit to any prospective
bidder’s office and carry out due diligence review in order to validate the information
provided in the RFP response.

5.5.2

The Bank reserves the right to contact references provided by bidders in order to
validate information provided in the RFP response. The Bank also may undertake
on-site visit to any provided contact references. Prospective bidders should be ready
to facilitate an on-site visit at the Client place with meetings with key stakeholders of
the project.

5.5.3

The selected Bidder will be required to provide an Insurance certificate for
professional liability of the bidder.
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SECTION 6 – TECHNICAL PROPOSAL
FORMS
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Appendix 6A
STATEMENT OF CONFORMITY
To the African Development Bank
Abidjan, Cote d’Ivoire
Dear Sir/Madam,
We, the undersigned, declare that:
(a) We have examined the Request for Proposal (RFP) No ADB/RFP/CHGS/2018/0092 and have no reservation
to the RFP including addendum issued;
(b) We have read, understood and accept to be bound by Section 9 of the RFP;
(c) We offer to provide the goods and services in conformity with the RFP;
(d) We agree that any other terms or conditions or any general reservation that may be provided on any
correspondence emanating from us in connection with the RFP shall not be applicable to any resulting contract;
(e) Our proposal shall be valid for the period indicated in the RFP and it shall remain binding upon us and may be
accepted at any time before the expiration of that period;
(f) We, including any subcontractors or suppliers for any part of the contract, do not have any conflict of interest
which will call into question our participation in the procurement process and award of contract;
(g) We understand that the Bank’s policy requires bidders and suppliers to observe the highest standard of ethics,
as such we have not offered any gift to Bank staff;
(h) We understand that if we withdraw our proposal after the deadline for submission, the Bank may decide to
exclude us from future procurements;
(i) We, including our subcontractors or suppliers for any part of the contract, have nationalities from member
countries of the Bank;
(j) Our firm, its affiliates or subsidiaries (including any subcontractors or suppliers for any part of the contract) has
not been declared ineligible by the Bank;
(k) We are not under sanction by the World Bank, Asian Development Bank, Inter-American Development Bank
or European Bank for Reconstruction and Development.
We undertake that, in competing for (and, if the award is made to us, in executing) the contract, we will strictly
observe the laws in force in our country of registration and the country where the contract is performed.
We understand that you are not bound to accept the most advantageous proposal or any other proposal that you
may receive.
We confirm that the undersigned are authorized to commit the bidder(s) to the obligations contained in the RFP and
the contract.
Name

____________________
In the capacity of _________________________

Signature __________________
Email: ____________________________
Duly authorized to sign this proposal for and on behalf of: ____________________________
Dated on _______________________
Official Stamp ___________________
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Appendix 6B
BIDDER INFORMATION SHEET
1. Bidder’s Legal Name:
2. In case of joint venture or any other form of partnership (JV), legal name of each party:
3. Bidder’s actual or intended Country of Registration, Constitution or Incorporation:
4. Bidder’s actual or intended Year of Registration, Constitution or Incorporation:
5. Bidder’s legal address in Country of Registration, Constitution or Incorporation:
6. Bidder’s Authorized Representative Information:
Name:
Address:
Telephone/Fax numbers:
Email Address:
7. Attached are copies of original documents of:






Articles of Incorporation or Registration of firm named and information on the capital
structure.
In case of JV, letter of intent to form a legally enforceable JV including a draft agreement,
or JV agreement
In case of government owned entity from the Bank’s member country, documents
establishing legal and financial autonomy and compliance with the principles of
commercial law.
Organizational chart of the company and list of current staff
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Appendix 6C
PARTY TO JOINT VENTURE INFORMATION SHEET

1. Bidder’s Legal Name:
2. JV’s Party legal name:
3. JV’s Party Country of Registration, Constitution or Incorporation:
4. JV’s Party Year of constitution or registration into a legally enforceable JV:
5. JV’s Party Legal address in Country of Registration, Constitution or Incorporation:
6. JV’s Party Authorized Representative Information:
Name:
Address:
Telephone/Fax numbers:
Email Address:
7. Attached are copies of original documents of:






Articles of Registration, Constitution or Incorporation of firm named and information on
the capital structure.
A letter of intent to form a legally enforceable JV including a draft agreement, or JV
agreement and power of attorney nominating an authorized representative of the JV
In case of government owned entity from the Bank’s member country, documents
establishing legal and financial autonomy and compliance with the principles of
commercial law
Organizational chart of the company and list of current staff
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Appendix 6D
QUALIFICATION (PASS/FAIL) ASSESSMENT
ADB/RFP/CHGS/2018/0092

Bidders shall complete all sections in the questionnaire in sufficient detail and provide evidence and supporting documentation to demonstrate
compliance. Bidders shall meet each criterion by the deadline for submission of proposals.
Bidders Compliance Requirements

Bidders
Response

PASS/FAIL CRITERIA
Single
Entity
STATEMENT OF CONFORMITY AND
BID SUBMISSION FORM

Must meet
requirement

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner
Existing or intended
Must meet
JV must meet
N/A
requirement
requirement

A person or persons duly authorized to
bind the bidder to the price and contract
has completed and signed the statement
of conformity and bid submission form in
the format provided.
A power of attorney shall be attached, if
applicable.

The bidder shall sign and return the documents in the format provided for a PASS.

ELIGIBILITY CRITERIA

Must meet Existing
or Must
meet N/A
requirement intended JV must requirement
meet requirement

The bidder is from a member country of
the Bank.
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Bidders Compliance Requirements

Bidders
Response

PASS/FAIL CRITERIA
Single
Entity

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

Yes

If yes, provide evidence, such as, articles
of incorporation or registration of firm,
memorandum of association (if available),
information on the capital structure and
legal status of the bidder.
The goods and services offered are
produced in a member country of the
Bank.
If yes, provide evidence, such as,
operating license, information on origin of
goods and services.

The bidder, goods and services offered shall meet the eligibility criteria on the basis of nationality for a PASS.
The bidder has become bankrupt, is
insolvent or is in the process of windingup; is being administered by an
administrator appointed by a competent
court of law that has entered into an
arrangement
with
creditors;
has
suspended business activities; or is in any
analogous situation arising from a similar
procedure provided for in the relevant
national legislation or regulation.
The bidder has not fulfilled obligations
relating to the payment of social security
contributions, pension fund premiums,
payment of taxes or similar legal statutory
payments under the law of the country in
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Bidders Compliance Requirements

Bidders
Response

PASS/FAIL CRITERIA
Single
Entity

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

which the bidder is established or where
the contract is to be performed.
The bidder has been convicted of a
criminal offence relating to the conduct of
its business of profession in the last ten
(10) years?
The bidder has been subject of a judgment
for professional misconduct, fraud,
corruption, involvement in a criminal
organization or any other illegal activity.
The bidder has been debarred or crossdebarred by the Bank on the basis of
corrupt, fraudulent, collusive, coercive and
obstructive practices.
The bidder has been evaluated as having
provided unsatisfactory performance
under a previous contract with the Bank
within the last 3 years.
The bidder, or any of its affiliates, has not
been engaged to provide consulting
services
for
the
preparation
or
implementation of the procurement.
The bidder shall not be subject to any of the situations above for a PASS
JV (if applicable)

N/A

Existing
or Must
meet N/A
intended JV must requirement
meet requirement

The bidder has included a JV agreement,
or letter of intent to form a legally
enforceable JV including a draft
agreement.
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Bidders
Response

Bidders Compliance Requirements

PASS/FAIL CRITERIA
Single
Entity

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

Yes

Comments /
Evidence provided

No

The bidder has nominated an authorized
representative of the JV who has the
authority to conduct all business for and on
behalf of all partners and enter into the
contract.
Provide contact details of authorized
representative of the JV and power of
attorney signed by a legally authorized
representative of the JV.
The bidder shall provide a JV agreement or letter of intent to form a legally enforceable JV and draft agreement, contact details of the authorized
representative of the JV and power attorney for a PASS.

See below
FINANCIAL STANDING
The bidder has a minimum turnover of at
least USD 1,000,000 equivalent for the
last three years 2017, 2016, 2015, or
latest.
The bidder can demonstrate
financial performance?

sound

If yes, provide evidence, such as audited
balance sheets (including notes and
income statements), copies of financial
statements or other documents to
demonstrate financial performance for the
past three years 2017, 2016, 2015 or the
latest.

Must meet Existing
or Must meet at
requirement intended JV must least 20% of
meet requirement
the
requirement
Must meet Existing
or Must
meet
requirement intended JV must requirement
meet requirement
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Bidders
Response

Bidders Compliance Requirements

PASS/FAIL CRITERIA
Single
Entity
If the laws of the bidders’ country of
establishment do not require audits,
bidders may submit their balance sheets
certified by a registered accountant and
supported by copies of tax returns for the
past three years 2017, 2016, 2015 or the
latest.
The bidder can demonstrate access to and
availability of financial resources to meet
the overall cash flow requirements for the
contract
and
its
current
work
commitments?

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

Must meet Existing
or N/A
requirement intended JV must
meet requirement

Yes

No

Must
meet
requirement

If yes, provide evidence, such as, liquid
assets, unencumbered real assets, lines
of credit and other financial means, other
than contractual advance payments or
other documents to demonstrate financial
resources.

The bidder shall demonstrate current soundness of its financial position and its long-term profitability for a PASS.

GENERAL AND SPECIFIC
EXPERIENCE
The bidder has been in business for the
past five (05) years.
If yes, provide evidence, such as,
information on the bidder’s company

See below
Must meet Existing
or N/A
requirement intended JV must
meet requirement
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Bidders
Response

Bidders Compliance Requirements

PASS/FAIL CRITERIA
Single
Entity
(description, including a short history,
business
plan,
services
offered,
organizational chart, number of staff and
list of current staff, number of years in
business).
The bidder has specific experience in at
least two (02) similar contracts
(implementation of financial reporting and
risk management) as a prime contractor
within the past five (05) years, which
have been successfully or substantially
completed (the contract shall be at least
70% completed). The similarity shall be
based on the physical size, complexity,
methods/technology or other
characteristics as described in the RFP.

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

Must meet Existing
or N/A
requirement intended JV must
meet requirement

Yes

Comments /
Evidence provided

No

Must
meet
requirement

If yes, provide description of similar
contracts undertaken as a prime
contractor (including name of customer) in
the last 5 years.
The bidder shall have been in business for the last five (5) years and has the experience and capability to provide the goods and services required for a
PASS.
HISTORICAL CONTRACT
PERFORMANCE AND PENDING
LITIGATION

Must meet Existing
or Must
meet N/A
requirement intended JV must requirement
meet requirement

The bidder has had a contract(s)
terminated in the last three (3) years for
unsatisfactory performance or default.
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Bidders Compliance Requirements

Bidders
Response

PASS/FAIL CRITERIA
Single
Entity

Joint venture and any other form of partnership (JV)
All partners
At least one
Each partner
combined
partner

Yes

Comments /
Evidence provided

No

Bidders shall complete the litigation history
form.
The bidder is involved in litigation that
represents more than 50% - 100% percent
of the bidder’s net worth.
Bidders shall complete the litigation history
form.

The bidder shall demonstrate ability to successfully complete previous contracts and has no pending litigation to impede its ability to perform
the contract for a PASS.
CONFLICT OF INTEREST

Must meet Existing
or Must
meet N/A
requirement intended JV must requirement
meet requirement

The bidder has declared any actual or
potential conflict of interest in the conflict
of interest declaration form.

The bidder shall have no actual or potential conflict of interest to call into question its participation in the procurement process and award
of contract for a PASS.
MANUFACTURER’S AUTHORIZATION
(if applicable)

Must meet Existing
or Must
meet N/A
requirement intended JV must requirement
meet requirement

Or Reseller Agreement
Or Annual qualification
Or Sales Certification
Or partnership Status
The bidder’s local partner (if applicable)
shall also provide on the above mentioned
document
Page 53 of 113

African Development Bank Group
Tender Ref.: ADB/RFP/CHGS/2018/0092
Bidders Compliance Requirements

PASS/FAIL CRITERIA

Bidders
Response

Comments /
Evidence provided

Joint venture and any other form of partnership (JV)
Yes
No
All partners
At least one
Each partner
combined
partner
The bidder shall demonstrate that it has authorization experience and capability to provide the goods and services required for a PASS
Single
Entity

A bidder shall PASS all above criteria to be considered for the next stage.
Remarks (Accept/Reject for the next
stage)
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Appendix 6E
LITIGATION HISTORY
ADB/RFP/CHGS/2018/0092
Name of Bidder:
Bidders shall provide information on any history of litigation or arbitration resulting from
contracts executed in the last three years or currently under execution. A separate sheet
shall be used for each partner of a joint venture.
Non-Performing Contracts – contracts terminated in the past three (3) years for unsatisfactory
performance or default

-performance did not occur during the stipulated period

Year

-performance during the stipulated period
Outcome as
Percent of
Contract Identification
Total Assets

Total Contract
Amount (current
value, US$
equivalent)

Name of Purchaser:
Address of Purchaser:
Contract description:
Contract award date:
Termination date:
Reason for termination:
Name of Purchaser:
Address of Purchaser:
Contract description:
Contract award date:
Termination date:
Reason for termination:
Pending Litigation

 Pending litigation
Year
Outcome as
Percent of
Total Assets

______

______

______

______

Contract Identification

Name of Purchaser:
Contract description:
Address of Purchaser:
Contract award date:
Matter in dispute:
Name of Purchaser:
Contract description:
Address of Purchaser:
Contract award date:
Matter in dispute:
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Total Contract
Amount (current
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Appendix 6F
CONFLICT OF INTEREST DISCLOSURE FORM
Name of Bidder:

RFP Reference: ADB/RFP/CHGS/2018/0092

It is the Bank’s policy to ensure fairness and integrity in its procurement process. All bidders
(including affiliates, partners in joint venture, suppliers and subcontractors) are required to
disclose any actual or potential conflict of interest. Bidders shall respond to the questions below
and provide further information pertaining to any relationship/connection with the Bank.
Bidders
Response
Yes
No

Comments
provided

/Information

Are you connected to a person employed by
the Bank who is involved in the procurement
process? This could be a personal or
business relationship.
Have you been engaged in providing
consulting services for the preparation or
implementation of an assignment relating to
the procurement?
Are you an employee or stakeholder of the
Bank?
Has the Bank offered you a contract of
employment in the last 12 months?
Are you participating in more than one
proposal in the procurement process?
Have you hired any Bank staff involved in
the preparation or implementation of the
assignment relating to the procurement in
the last 12 months?
We hereby certify that: a) we have read and understood the contents of this disclosure form;
and b) we have disclosed all actual or potential conflict of interest.
We understand that the Bank shall determine, in its sole discretion, whether any conflict of
interest disclosed shall result in rejection of our proposal from the procurement process.
Name:
In the capacity of:
Signed:
Duly authorized to sign this proposal for and on behalf of:
Dated on:
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Appendix 6G
FINANCIAL CAPACITY
[The Bidder’s financial capacity to mobilize and sustain the Services is imperative. In the Proposal, the Bidder is
required to provide information on its financial status. This requirement can be met by submission of one of the
following: 1) audited financial statements for the last three (3) years, supported by audit letters, 2) certified
financial statements for the last three (3) years, supported by tax returns, or if not required by the law of the
Bidder’s country, other financial statements acceptable to the Bank. If the Proposal is submitted by a joint venture,
all parties of the joint venture are required to submit their financial statements.
Additionally, the following financial data form shall be filled out for the Bidder and all named associates. The
Bank reserves the right to request additional information about the financial capacity of the Bidder. A Bidder that
fails to demonstrate through its financial records that it has the financial capacity to perform the required Services
may be disqualified.]

Financial
(US$ )

Information Historical information for the previous three (3) years
(most recent to oldest in USD equivalent
Year 2017

Year 2016

Year 2015

Information from Balance Sheet
(1) Total Assets (TA)
(2) Current Assets (CA)
(3) Total Liabilities (TL)
(4) Current Liabilities (CL)
Information from Income Statement
(5) Total Revenue (TR)
(6) Profits before Taxes (PBT)
Net Worth (1) – (3)
Current Ratio (2) / (4)

AVERAGE ANNUAL TURNOVER
Year

Amount and Currency

US$ equivalent

2017
2016
2015
*Average Annual Turnover
*Average annual turnover calculated as total certified payments received for work in
progress or completed, divided by the number of years specified
Name of Firm: _________________________________
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Appendix 6H
ORGANIZATION OF THE BIDDER

[Provide a brief description of the background and organization of your firm/entity and of
each associate for this assignment. Include the organization chart of your firm/entity in
case of a joint venture – of each member for this assignment]
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Appendix 6I
BIDDER’S EXPERIENCE
General Experience
[Using the format below, provide information on each relevant assignment for which your firm, and each associate
for this assignment, was legally contracted either individually as a corporate entity or as one of the major
companies within an association, for carrying out consulting services similar to the ones requested under the
Terms of Reference included in this RFP. The Proposal must demonstrate that the Bidder has a proven track
record of successful experience in executing projects similar in substance, complexity, value, duration, and
volume of services sought in this procurement].

Page _______ of _______ pages
Starting
Month /
Year

Ending
Month /
Year

______

______

______

______

______

______

______

______

______

______

Contract Identification
Years*
Contract name:
Brief Description of the Service performed by the
Bidder:
Name of Client:
Address:
Email:
Contract name:
Brief Description of the Service performed by the
Bidder:
Name of Client:
Address:
Email:
Contract name:
Brief Description of the Service performed by the
Bidder:
Name of Client:
Address:
Email:
Contract name:
Brief Description of the Service performed by the
Bidder:
Name of Client:
Address:
Email:
Contract name:
Brief Description of the Service performed by the
Bidder:
Name of Client:
Address:
Email:
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_________

_________

_________
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Starting
Month /
Year
______

Ending
Month /
Year
______

Contract Identification
Years*
Contract name:
Brief Description of the Works performed by the
Bidder:
Name of Employer:
Address:

Page 60 of 113

Role of
Bidder
_________

African Development Bank Group
Tender Ref.: ADB/RFP/CHGS/2018/0092

Appendix 6I BIS
Specific Experience
(Please complete one form per assignment)
Page _______ of _______ pages
Assignment name:

Approx. value of the contract (in current US$):

Country:
Location within country:

Duration of assignment (months):

Name of client

Total No. of staff-months of the assignment:

Address:

Approx. value of the services provided by your
firm under the contract (in current US$):

Start
date
(month/year): No. of professional staff-months provided by
Completion date (month/year):
associated consultants:
Name of associated consultants, if any: Name of proposed senior professional staff of
your firm involved and functions performed
(indicate most significant profiles such as
project director/coordinator, team leader):
Narrative description of project:

Description of actual services provided by your staff within the assignment:

Name of Bidder: _________________________________
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Appendix 6J
DESCRIPTION OF THE APPROACH, METHODOLOGY
AND WORK PLAN FOR PERFORMING THE ASSIGNMENT
[In this section, the Bidder should provide a comprehensive description of how it will provide
the required Services in accordance with the Terms of Reference (TOR) included in this RFP.
Information provided must be sufficient to convey to the Bank that the Consultant has an
understanding of the challenges in performing the required Services and that it has an
approach, methodology and work plan to overcome those challenges.
Your Technical Proposal should include, among others, the following:
1.

A description of the approach, methodology and work plan for performing the
assignment, including a detailed description of the proposed methodology and staffing:


Technical Approach and Methodology. (Please explain your understanding of the
objectives of the assignment as outlined in the Terms of Reference (TORs), the
technical approach, and the methodology you would adopt for implementing the tasks
to deliver the expected output(s), and the degree of detail of such output).



Work Plan. (Please outline the plan for the implementation of the main activities/tasks
of the assignment, their content and duration, phasing and interrelations, milestones
(including interim approvals by the Client). The proposed work plan should be
consistent with the technical approach and methodology, showing your
understanding of the TOR and ability to translate them into a feasible working plan).
The plan should include the delivery lead time, installation, customization, testing,
training and commissioning of the software;



Organization and Staffing. (Please describe the structure and composition of your
team, including the list of the Key Experts, Non-Key Experts and relevant technical
and administrative support staff using format in Appendix J and Appendix JBis).

2.

An overview of the system and a brief description of how the software will be deployed,
installed and transitioned into an operational system as well as the estimated
period/duration of implementation;

3.

A Project Risk Management Proposal;

4.

Capacity building and knowledge transfer program, which should include training
sessions for the Bank’s technical and non-technical staff (30 people);

5.

Any other relevant Documentation such as proof of competence for this type of project;

6.

Proof that goods and services will come from the AfDB Member countries

7.

A contract initialed and stamped on each page, which substantially conforms, with
Section 9.
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Appendix 6K
KEY PERSONNEL

Key Professional Personnel
Name of Staff

Organization

Area of
Expertise

Position
Assigned

Task
Assigned

Please insert CV for proposed Key Professional Personnel
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Appendix 6K BIS
RESUME OF PROPOSED PERSONNEL
(The Bidder shall provide all the information requested below. – Please complete one
form per staff)

Position*
Personnel
information

Name*

Date of birth

Professional qualifications

Present
Name of employer
employment
Address of employer
Telephone

Contact (manager / personnel officer)

Fax

E-mail

Job title

Years with present employer

Summarize professional experience over the last 20 years, in reverse chronological order.
Indicate particular technical and managerial experience relevant to the project.
From

To

Company / Project / Position / Relevant technical and
management experience
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Appendix 6L
BID-SECURING DECLARATION FORM
Date: [insert date (as day, month and year)]
Bid No.: ADB/RFP/CHGS/2018/0092
To: The African Development Bank
Abidjan, Cote d’Ivoire

We, the undersigned, declare that:
We understand that, according to your conditions, bids must be supported by a Bid-Securing
Declaration.
We accept that we will automatically be suspended from being eligible for bidding in any
contract with the Bank for the period of time of three (3) years starting from the bid
submission date, if we are in breach of our obligation(s) under the bid conditions, because
we:
(a)

have withdrawn our Bid during the period of bid validity specified in the Letter of Bid; or

(b)

having been notified of the acceptance of our Bid by the Employer during the period of
bid validity, (i) fail or refuse to execute the Contract, if required, or (ii) fail or refuse to
furnish the Performance Security, if required.

We understand this Bid-Securing Declaration shall expire if we are not the successful Bidder,
upon the earlier of (i) our receipt of your notification to us of the name of the successful
Bidder; or (ii) twenty-eight days after the expiration of our Bid.
Signed: [insert signature of person whose name and capacity are shown] In the capacity of
[insert legal capacity of person signing the Bid-Securing Declaration]
Name: [insert complete name of person signing the Bid-Securing Declaration]
Duly authorized to sign the bid for and on behalf of: [insert complete name of Bidder]
Dated on ____________ day of __________________, _______ [insert date of signing]
Corporate Seal (where appropriate)
[Note: In case of a Joint Venture, the Bid-Securing Declaration must be in the name of all partners to
the Joint Venture that submits the bid.]
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Appendix 6M

FUNCTIONAL REQUIREMENTS OF THE
SOLUTION
1.

Instructions
The questionnaire embedded below must be fully completed and submitted (hard copy and
editable version) with the technical proposal.

2.

Evaluation
Responses to the questionnaire received shall then be reviewed and each key requirement
evaluated using the following scale:
Support
Level

Description Support

Level
Score

1

Fully Supported.
i.e. the function is supported as a standard/configurable feature within the
package.

100%

2

Supported with configuration needed.
i.e. the desired function is available in a separate optional package, or
could be made available through the development of a new component or
application, or only some of the features listed are fully supported.

75%

3

Partially supported with specific development needed.

50%

4

On-going development

25%

5

No Support
i.e. the desired function is not within the scope of the package and there
is no practical way to provide it.

0%
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3.

Scoring of the questionnaire
Max.
Points (A)

General requirements

Proven, Integrated Platform

20

-The solution should address use cases including Log
management, Incident investigations and workflow,
Ability to do cross-data source correlations to detect
specific patterns, Long-term data retention

10

- It should be a single, integrated product for logging,
IT service Intelligence : Single user interface for all
system functionality including searching, reporting, rule
building, and system administration, Single common
data store for all ingested data, Single search or report
that can encompass all the ingested data

10

Big Data, Scalable Platform

5

Flexible Deployment Options
-

The solution should be supported on any
hardware or virtual system (or a mix of both)

-

Should install on all Linux and Windows major
operating systems

Pre-Packaged Content and Capabilities for
Service Intelligence Use Cases

5
2.5

2.5
10

-

Correlation Rules
Should have hundreds of built-in reports and
dashboards

2
2

-

The reports and dashboards should support
drill-down capabilities to get quickly from a
high-level dashboard to the raw events

2

-

-

The reports and dashboards should contain
simple filtering options and form boxes to help
users narrow down data to what is of interest
to them
Should have available data collectors for
popular data source
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Support Level
score (B)
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Max.
Points (A)

General requirements

Can Ingest all the Original Machine Data /
Log Files from any Source
-

-

-

-

-

Should support any data sources including
any application, OS, device, or system
whether virtual/physical or cloud-based
The solution should not rely on vendorsupplied, custom connectors to ingest data
from different sources
It should be “future-proof” in that it can
accommodate new data sources or changes in
the log format of an existing data source
Should be able to ingest multi-line or complex
event logs
The sources that can be ingested should
include: Operating system logs (endpoints and
servers), Email server, Web server,
DHCP/DNS, VPN,Network Flows (NetFlow,
IPFIX, etc),PCAP files, Networking devices
(routers, switches), Databases and
mainframes, NAS/SAN devices and filers,
Hypervisor and virtual machine logs, Service
desk, Call records, Mobile devices and mobile
device management systems, Server and
Endpoint Management tools, Internet of
Things, Physical badge data, Hosted VM
environments (Azure, Amazon Web Services
), Cloud-based applications ,Web analytics,
SAP ERP, RFID, GPS, Custom applications
Ability to receive data via a wide range of
agent-based and agent-less mechanisms
Ability to directly connect to any SQL database
table and extract the contents for ingesting

Can Enrich Ingested Data with External
Sources to Add Context or Information
-

-

The solution should have the ability to ingest
new, external data to the previously ingested
data to facilitate searching and reporting going
back days, months, or years
It should be able to take raw, ingested data
and use it to perform lookups against any
database or CSV file

-
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2.5

2.5

Support Level
score (B)

Total Score
(A x B)
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Max.
Points (A)

General requirements
-

-

Supports integration with corporate directories
(AD, LDAP, etc) to extract employee
information

2.5

Supports integration with CMDBs or asset
databases to extract asset information
including:

2.5

Flexible Search and Alerting Capabilities
-

Ability to do full-text search on any field in the
ingested data

5
0.5

-

Average, mean, mode, median

-

Ability to do baselining and then apply the
above search logic to find outlier/anomalies
from the baseline that may be advanced, nonsignature based threats

0.25

The searches should enable the user to datamine based on who, what, when and where

0.25

Searches can easily be saved, shared, and
modified

0.25

Searches can be real time or scheduled

0.5

-

Ability to run multiple concurrent searches

0.25

-

Real-time alerting capabilities on a per-search
basis that can: Send an email, Initiate a call,
Send an SMS, Add to a RSS feed, Execute a
custom script, Be throttled so not every event
that meets the search parameters results in an
alert action

-

No fixed maximum on the number of searches
or alerts that can be run

0.5

-
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Max.
Points (A)

General requirements

10

Flexible Reporting Functionality
-

-

-

-

-

The solution should enable the easy creation
of a wide range of visualizations (not limited to
fixed, pre-canned reports)
Native visualizations
Visualizations should have the ability to
update in real-time

1
1
1

Visualizations should be able to make clear
outliers/anomalies in need of further
investigation

1

Visualizations all support drill-down, clickthrough capabilities to get from summaries to
raw events within seconds

1

Drag and drop user interface enables nontechnical and technical users to build complex
reports without having to use search
commands or understand the format of the
underlying raw data

1

For all charts, easy ability to change titles,
legends, and axis labels and settings

1

Easy “drag and drop” editing of dashboard
panels
Ability to easily print events, tables, and
visualizations
Ability to convert dashboards into PDF files
and schedule them to be emailed to others
Ability to integrate with external visualization
frameworks and options (D3, Tableau, etc) for
additional visualizations
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Max.
Points (A)

General requirements

The Solution Should be Secure and Maintain
Data Integrity
-

-

-

Flexible Roles Based Access Control for
controlled user and API access. Enables
restricted access to specific data sources,
data types, time periods, specific views,
reports or dashboards

2.5

0.5

Authentication and authorization integration
with Microsoft Active Directory and other
LDAP-compliant implementations

0.5

Integration to enterprise single sign-on
solutions enabling pass-through authentication
of third party credentials

0.5

-

Real-time remote ingesting of data to minimize
the opportunity for alteration of audit trails on
compromised hosts

0.5

-

Secure data stream access and distributed
functionality via SSL/TCP

0.25

-

Monitors its own configurations and usage to
maintain a complete, digitally signed audit trail
of who is accessing the system, what
searches they are running, what reports they
are viewing, what configuration changes they
are making, and more

Open Platform
-

-

-

-

0.25

2.5

Offers an API to expose all ingested data,
search commands, and functionality to
external systems, applications, or dashboards
The solution should offer SDKs to
programmatically access the system
configuration and data extraction

0.5

0.5

All system configurations should be
configurable via the UI or the CLI, enabling
granular changes and customization
Ability to easily forward on data to any external
system or logging tool
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Max.
Points (A)

General requirements

The Solution must be integrated with the
ITSM system ServiceNow (Helpdesk)
-

-

Must be able to create tickets for Events and
Incidents in ServiceNow
Should be able to receive workflow commands
from ServiceNow
Should be able to change the ticket’s status
(open, closure…etc.) in ServiceNow &
following up through its life cycle.
Should be able to allow ServiceNow to drill
down on events and apply manual workflow
remediation

Total

Support Level
score (B)

20
5

5
5

5
100

The score used for the Technical Evaluation will be calculated pro-rata.
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Appendix 6N

Applications Security Questionnaire
SECURITY REQUIREMENTS OF THE
SOLUTION
1.

2.

Instructions
i)

Check the appropriate column to indicate the application’s security capabilities. Please
provide any additional responses or detailed explanations of other compensating
controls as comments.

ii)

When a question is not applicable, please kindly comment.

iii)

Descriptions of compliant features will be expected in coming specifications and
demonstrated through appropriate tests from the Vendor.

iv)

Should any comment require more space, please number your comments in the
appropriate column and match the comment number with your detailed explanations
in the comment section at the end of this form.

Evaluation
Responses to the questionnaire received shall then be reviewed and each key requirement
evaluated using the following scale:
Support
Level

Description Support

Level
Score

1

Fully Supported.
i.e. the function is supported as a standard/configurable feature within the
package.

100%

2

Supported with configuration needed.
i.e. the desired function is available in a separate optional package or
could be made available through the development of a new component or
application, or only some of the features listed are fully supported.

75%

3

Partially supported with specific development needed.

50%

4

On-going development

25%

5

No Support
i.e. the desired function is not within the scope of the package and there
is no practical way to provide it.

0%

The overall technical note will be computed based on applicable features.
When bidders consider a question is non-applicable to their proposal, bidders must provide a
justification in the Comments section. If justification is accepted by the Evaluation Committee, the
score will be prorated.
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For example, if 2 questions are accepted as N/A in the “Access Management” section, the score of
this section will be multiplied by: Total Possible / Total Applicable = 12/ (12-2)

3.

Scoring of the Questionnaire

This questionnaire currently applies only to applications and does not address the operating system
or hardware controls. It comprises three (3) parts:
•
•
•

Security Controls Baselines Questionnaire for All Applications (Part I)
Security Questionnaire for Commercial/Outsourced Applications (Part II)
Security Controls Baselines Questionnaire for SaaS Applications (Part III)

Vendors should answer only on applicable part(s):
-

For All Applications (including On premise applications), answer to part I only
For Outsourced applications, answer to parts I and II
For SaaS/Cloud, answer to parts I and III
Part I: General requirements as per
questionnaire for ALL APPLICATIONS

Max.
Points (A)

Access Management

12

Audit capabilities

12

Security of remote access and suport

12

Protection from malicious code

12

Configuration management and change control

12

Data export and transfer capabilities

12

Other capabilities

12

Special to web application security

16

Total

100

Part II: General requirements as per
questionnaire for OUTSOURCED SERVICES/
COMMERCIAL APPLICATIONS ONLY

Max.
Points (A)

Software Security Development Lifecycle

12

Total

12
Part III: General requirements as per
questionnaire for SaaS/CLOUD ONLY

Max.
Points (A)

Access Management

12

Total

12

Support Level
score (B)

Total Score
(A x B)

Support Level
score (B)

Total Score
(A x B)

Support Level
score (B)

Total Score
(A x B)

The final score used for the Technical Evaluation will be calculated pro-rata.
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4.

Questionnaire
Part I: Security Controls Baselines Questionnaire for All Applications
Application
Vendor
Version
Release Date
Application supports the following business functions:
Application makes use of the following technology:
Application makes use of the following IT Infrastructure:
Vendor
representative
Contact Information
12
1

1

1

1
1

1

1

1

1

First Name

Title

Last Name

Telephone

Access Management
Does
the
application
support
integration with an enterprise identity
management system?
If yes, please indicate which ones
Is user authentication controlled by
means other than user account and
password or PIN?
If yes, indicate what other mechanisms
are used (e.g. certificates, token,
biometric, etc.)
Does the application force “new” users
to change their password upon first
login into the application?
Can the user change their password at
any time?
Can the system administrator enforce
password policy and/or complexity
such as minimum length, numbers and
alphabet requirements, and upper and
lower case constraint, etc.?
Can the application force password
expiration and prevent users from
reusing a password?
Is password transmission and storage
encrypted and un-viewable even to the
system administrators?
Can the application be set to
automatically lock a user’s account
after a predetermined number of
consecutive
unsuccessful
logon
attempts?
Does the application prohibit users
from logging into the application on
more than one workstation at the same
time with the same user ID?

Y
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1

1

1

12
1,2

1,2

1,2

1,2

1,2

1,2

1,2

1,2
1,2

1,2

Can the application be set to
automatically log a user off the
application after a predefined period of
inactivity?
Can access be defined based upon the
user’s role? Role-based Access
Controls (RBAC)?
If yes, can the application generate the
list of users by role?
Can the application support the
removal of a user’s access privileges
without requiring deletion of the user
account?
AUDIT CAPABILITIES
Is audit log tracking a feature available
in the current version of this software
application?
Does the application capture user
access activities such as successful
logon, logoff, and unsuccessful logon
attempts?
If yes, list the data elements contained
in the audit log
Does the application capture data
access inquiry activities such as
screens viewed and reports printed?
If yes, list the data elements contained
in the audit log
Does the application capture data
entries, changes, and deletions?
If yes, list the data elements contained
in the audit log
Does the application time stamp for
audit log entries synchronize with other
applications and systems using
NTP/SNTP?
Are audit log reports available for the
current version of this software
application?
If yes, specify the types of reports and
indicate if additional hardware or
software are required to activate or
utilize the audit logging and/or
reporting feature:
Can the audit log "data" be exported
from the application for further
processing (e.g. storage, analysis)?
Indicate how audit log files are
protected from unauthorized alteration
Does the application allow a system
administrator to set the inclusion or
exclusion of audited events based on
organizational policy and operating
requirements or limits?
Can the application continue normal
operation even when security audit
capability is non-functional? (For
example, if the audit log reaches
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12

capacity, the application should
continue to operate and should either
suspend logging, start a new log or
begin overwriting the existing log)
SECURITY OF REMOTE ACCESS
AND SUPPORT

3

Which connection method(s) are used
to accomplish remote support?

3

Is functionality built into the application
which allows remote user access
and/or control?

3

Does the application logs remote
support connection and activities with
the ID of the vendor’s support
employee?

3

Do vendor support personnel have
specific roles and accesses that control
access?
PROTECTION FROM MALICIOUS
CODE
Is the application compatible with virus
scanning software products for
removal and prevention from malicious
code?
If no, indicate what additional security
controls are included with the
application/system used to mitigate the
risks associated with malicious code
Does the application’s client software
operate without requiring the user to
have local administrator level rights in
order to run the application?
CONFIGURATION MANAGEMENT
AND CHANGE CONTROL
Are updates to application software
and/or the operating system controlled
by a mutual agreement between the
support vendor and the application
owner?
Has the application been tested to be
fully functional residing on its
associated
operating
system/middleware
platform
configured with a recognized security
configuration benchmark?
If yes, provide details.
Can the operating system hosting the
application (server or client) be
updated by the user company without
voiding the application warranty or
support agreement?
If no, please indicate alternate
solutions
Indicate the application update process

12
6

6

12
2

2

2

2
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2

2

12
6

6
12
2,4

2,4

2,4
2,4

2,4

16
1,6

1,6

1,6

1,6

1,6

1,6

Indicate how the application is certified
to perform as intended with updates to
the operating system and other helper
applications (such as service packs
and hotfixes) and how the customer is
notified of this information.
Do you provide documentation for
guidance
on
establishing
and
managing security c ontrols such as
user access and auditing?
DATA EXPORT AND TRANSFER
CAPABILITIES
Does the application encrypt data
before sending it over the Internet or an
open network?
If yes, indicate the encryption used
Does the application provide secure
means for data export and transfer.
OTHER CAPABILITIES
Does the application maintain a journal
of transactions or snapshots of data
between backup intervals?
Can
the
system
administrator
reconfigure to non-standard port
assignments other than the list of
registered ports published by IANA?
Has the application security controls
been tested by a third party?
Does the application have ability to run
a backup concurrently with the
operation of the application?
Does
the
application
include
documentation that explains error or
messages to users and system
administrators and information on what
actions required?
SPECIAL TO WEB APPLICATION
SECURITY
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A1 risk?
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A2 risk?
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A3 risk?
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A4 risk?
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A5 risk?
Does the application include the
necessary controls to mitigate the
current TOP 10 OWASP A6 risk?
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1,6

1,6

1,6

1,6

Does the application include
necessary controls to mitigate
current TOP 10 OWASP A7 risk?
Does the application include
necessary controls to mitigate
current TOP 10 OWASP A8 risk?
Does the application include
necessary controls to mitigate
current TOP 10 OWASP A9 risk?
Does the application include
necessary controls to mitigate
current TOP 10 OWASP A10 risk?

the
the
the
the
the
the
the
the

Part II : Security Questionnaire for Commercial/Outsourced Applications
Application
Vendor
Version
Release Date
Application Supports the following business functions:
Application makes use of the following Technology:
Application makes use of the following IT Infrastructure:
Vendor
Representative
Contact Information
12
1
1
1
1
1

1

1
1

First Name

Title

Last Name

Telephone

Email

Software
Security
Development Y N N/A Comments
Lifecycle
Do you review security at each phase of
the software development lifecycle?
What methodologies do you use for
security testing your product?
Do third parties conduct security
assessments on your product?
Do you use automated tools for dynamic
and static security assessment?
Do you have a dedicated team to assess
and respond to security vulnerabilities
reported in the Application?
What is your patch release strategy and
what tools do you offer for patch
deployment?
What methods do you use to inform your
customers of vulnerabilities?
Do you provide technical guidance about
vulnerabilities, including how they could
be exploited, how they are currently being
exploited, how to mitigate?
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1

1

1
1

Do you provide severity ratings for
vulnerabilities, and how are they
determined?
Do you monitor the latest attack trends in
the underground community and consider
how those trends may affect your
Application?
Do you disclose all vulnerabilities that
affect your product?
What are the terms and period of your
security support agreement?

Part III : Security Controls Baselines Questionnaire for SaaS Applications
Application
SaaS Vendor
Version
Release Date
Application Supports The following Business Functions:
Application makes use of the following Technology:
Application makes use of the following IT Infrastructure:
SaaS Vendor
representative
Contact
Information
12
1

1
1

1
1

1

First Name

Title

Last Name

Telephone

Access Management
How many people have root and
database access and what controls
are in place to prevent them from
getting access to corporate data?
Is corporate data held encrypted?
How?
Is the held data separated between
clients or is it all stored on one
database?
How is corporate data separated?
Is the corporate data flowing
between the business and the
vendor's cloud-computing
infrastructure secured in some way?
How?
What controls would prevent
vendor insiders from downloading
corporate data onto a USB stick or
other external storage Device?
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1

1

1
1
1

1

In terms of service availability, can
vendor sign a service-level
agreement?
Is the vendor data center in a
location prone to hurricanes or
earthquakes? What are the vendor
back-up plans?
What information is captured in
audit logs?
How to limit where SaaS vendors
go within the corporate network?
Has the SaaS vendor passed an
internationally recognized
assurance report (i.e.: SSAE 16,
ISAE 3402)?
Does the SaaS vendor allow user
company to run some automated
vulnerability assessment tools on
regular basis on the application?

Final score will be prorated.

Comments Section
Instructions:
Use the space below for providing any additional responses, or detailed explanations of
other compensating controls as comments. Please number your comments to match with
comment number in column next to the question. You may comment on any future planned
releases or updates that would enhance the security of the application. Also, use the space
below to list any other security threats, vulnerabilities, or risks that you are aware of that are
not addressed in this checklist.
#

Comments
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Appendix 6O
ADVANCE PAYMENT GUARANTEE
(Put on bank/insurance company letter head)
Ref: [bank/insurance Co. to insert]
Date: [bank/insurance Co. to insert]
To:

African Development Bank,
Avenue Joseph Anoma
01 BP 1387 Abidjan 01
COTE D’IVOIRE

We
acknowledge
that
……………………………..
whose
address
is
…………………………………………………….. (hereinafter called the “Contractor”) has undertaken, in
pursuance of Contract No. ADB/CTR/CHGS/2018/0092 dated ……………. for the Supply, Installation,
Configuration, Training and Maintenance of …………………….. (hereinafter called the “Contract”);
In accordance with the provisions of clause A2.1 (“Advance Payment”) of the above-mentioned Contract, the
Contractor is required to deposit with The African Development Bank (the “ADB”), a Bank Guarantee to
guarantee proper and faithful performance of the Contractor’s obligations under the said Contract, in an amount
of …………………………………….1
We, [full name of the bank or insurance company, Registration No. ……] duly incorporated and existing under
the laws of [insert applicable member country of the ADB] and having its registered office/principal place of
business at [insert complete physical and postal address of the bank/insurance company], as instructed by
the Contractor, hereby unconditionally and irrevocably guarantee payment to the ADB on its first written demand
stating that the Contractor has committed a breach or default under the contract, without whatsoever right of
objection on our part and without the ADB first claiming from the Contractor, of an amount not exceeding [amount
and currency of Guarantee in figures] (in words)Error! Bookmark not defined..
We further agree that no change or addition to or other modification of the terms of the Contract or of Works to
be performed thereunder or of any of the Contract documents which may be made between the ADB and the
Contractor, shall in any way release us from any liability under this Guarantee, and we hereby waive notice of
any such change, addition, or modification.
This Guarantee shall remain valid and in full effect from the date of receipt by the Contractor of the advance
payment, until the full amount advanced is recovered by offsetting or deducting from payments due to the
Contractor from the ADB under the Contract.
For: [insert full name of the bank/insurance company in capital letters]
(signature & seal of the bank/insurance company).2
_____________________________________
[Name of authorized signatory]
[Title] e.g Director

1

An amount is to be inserted by the Bank or Financial Institution representing the amount of
the Advance Payment, and denominated either in the currency(ies) of the Advance
Payment as specified in the Contract, or in a freely convertible currency acceptable
to the Bank.

2

The Guarantee is not valid without the Common Seal of the bank/insurance company.
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Authority to commit the bank/insurance company confirmed by:

____________________________________
[Name of authorized signatory]
[Title] e.g Company Secretary/Director

This Guarantee is not valid without the Common Seal of the bank/insurance company.
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SECTION 7 – FINANCIAL PROPOSAL FORMS
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Appendix 7A
BID SUBMISSION FORM
To: The African Development Bank
Abidjan, Cote d’Ivoire

Dear Sir/Madam,
We, the undersigned, declare that:
(a) We have examined the Request for Proposal (RFP) No ADB/RFP/CHGS/2018/0092
and have no reservation to the RFP including addendum issued;
(b) We offer to provide the goods and services in the total amount (free and clear of all
taxes) of [amount in words], [amount in figures] as detailed in the Price Schedule form
included in our proposal;
(c) If provided in the RFP, the prices quoted shall remain fixed for the duration of the
contract;
(d) Our proposal shall be valid for the period indicated in the RFP and it shall remain binding
upon us and may be accepted at any time before the expiration of that period.
We understand that you are not bound to accept the most advantageous proposal or any
other proposal that you may receive.
We confirm that the undersigned are authorized to commit the bidder(s) to the obligations
contained in the RFP and the contract.

Name ____________________

In the capacity of _________________________
Signature __________________
Duly authorized to sign this proposal for and on behalf of:________________________
Dated on _______________________
Official Stamp ___________________
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Appendix 7B
PRICE SCHEDULE FORM
ADB/RFP/CHGS/2018/0092
The price schedule shall indicate the following:
N°
1
2

Unit price

Description
NOC Solution (perpetual license for 10 named users)
Installation, implementation, Integration and tests

3

Training (technical and functional for 30 people)

4

Warranty (minimum one year, please indicate the
coverage of the warranty)

5

Support & maintenance after Warranty-: year 2

6

Support & maintenance after Warranty-: year 3

7

Support & maintenance after Warranty-: year 4

8
10

Support & maintenance after Warranty-: year 5
Annual Local support (if applicable)

11

Others

GRAND TOTAL
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Payment schedule
N°
1

2
3

Description

Amount

NOC Solution (perpetual license for 10 named users)

To be paid upon delivery and
successful implementation, tests and
acceptance of the system by the user
department

Installation, implementation, and tests
On-site Training (technical and functional aspects) for
30 people
Warranty (minimum one year, please indicate the
coverage of the warranty)

To be paid upon completion of
training
To be paid after live run of the system

5

Support & maintenance 2nd year

To be paid on the second anniversary

6

Support & maintenance 3rd year

To be paid on the third anniversary

7

Support & maintenance 4th year

To be paid on the fourth anniversary

8

Support & maintenance 5th year

To be paid on the fifth anniversary

10

Annual Local support (if applicable)

To be paid on the anniversary

4

GRAND TOTAL
Please note that this is only a summary page. Bidders are required to provide detailed Pricing breakdown to enable the bank
assesses the computations and carries out arithmetic checks. If there is a difference between the total amount and the
detailed price, the detailed price will prevail.

Bidder’s name: _____________________
Bidder’s official stamp: _________________
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SECTION 8 – PRESIDENTIAL DIRECTIVE CONCERNING
THE RULES FOR CORPORATE PROCUREMENT
ACTIVITIES OF THE BANK (Extract)

ARTICLE 3:

ELIGIBILITY

3.1

Goods, Services, Real Estate and Works procured by the Bank shall be produced in
a member country and supplied by Contractors from a member country, as described
in paragraphs 3.2 and 3.3, unless a waiver of Article 17(1)(d) of the Agreement
establishing the Bank is granted by the Board of Directors.

3.2

The eligibility of a Bidder or Contractor on the basis of nationality shall be determined
in accordance with the following rules:
a) Natural Person: a Natural Person is eligible if he or she is a national of a member
country of the Bank. Where a person has more than one nationality, such a person
shall be eligible if the nationality indicated in his or her submission is that of a member
country of the Bank.
b) Business: a Business is eligible if it satisfies the following criteria:

3.3

o

It has its registered office or has its principal place of business in a country
that is a member of the Bank;

o

Its legal existence is recognized and is in accordance with the laws of a
country that is a member of the Bank; and

o

The majority of its capital is held by nationals from a country that is a member
of the Bank or, if the Business has no capital, more than half of the value of
the members contributions to the Business has been contributed by nationals
from a country that is a member of the Bank.

In order to be eligible:
a) Goods to be procured must have a value of which more than half is attributable to
production or to originating materials and inputs from one or more eligible member
countries of the Bank;
b) Works must be performed where more than half of the value of the labour is
supplied from one or more eligible member country of the Bank, and where the
equipment and materials needed for carrying out the Works have a value of which
more than half is attributable to production or to originating materials and inputs from
one or more member countries of the Bank.

3.4

Any Natural Person or Business shall not normally be eligible at any stage of a
competitive procurement process and contract execution if any of the following
situations apply and have been declared or should have been declared by the Bidder:
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a) The Natural Person or Business has become bankrupt, is insolvent or in the case
of a Business is in the process of winding-up; is being administered by an
administrator appointed by a competent court of law that has entered into an
arrangement with creditors; has suspended business activities; or is in any analogous
situation arising from a similar procedure provided for in the relevant national
legislation or regulation;
b) The Natural Person or Business has not fulfilled obligations relating to the payment
of social security contributions, pension fund premiums, payment of taxes or similar
legal statutory payments under the law of the country in which the Natural Person or
Business is established or where the contract is to be performed;
c) The Natural Person or Business has been convicted of a criminal offence relating
to the conduct of its business or profession in the last 10 years;
d) The Natural Person or Business has been the subject of a judgment for
professional misconduct, fraud, corruption, involvement in a criminal organization or
any other illegal activity; or
e) The Natural Person or Business has been debarred or cross-debarred by the Bank
on the basis of corrupt, fraudulent, collusive, coercive and obstructive practices.
3.5

The Natural Person or Business, or any of its affiliates, that has been engaged to
provide Consulting Services for the preparation or implementation of an assignment
shall be disqualified from subsequently providing Goods, Services, Real Estate or
Works (other than a continuation of earlier Consulting Services) for the same
assignment.

3.6

In addition to the foregoing paragraphs, Vendors of a particular country or goods and
work materials manufactured in a particular country may be declared ineligible if:
a) as a matter of law or official regulation, the country where the contract is to be
performed prohibits commercial relations with that particular country, provided that
the Bank is satisfied that such exclusion does not preclude effective competition for
the supply of Goods, Services, Real Estate and Works, or
b) by an act of compliance with a decision of the United Nations Security Council
taken under Chapter VII of the Charter of the United Nations, the country where the
contract is to be performed prohibits any import of Goods from, or payments to, that
particular country or Vendor.

DEFINITIONS
Bank means the African Development Bank, the African Development Fund and the Nigerian
Trust Fund collectively, or any of them individually, as the case may be.
Bidder means a Vendor that has responded to a solicitation document issued by the Bank.
Business means any incorporated or unincorporated organization recognized by the laws of
a member country of the Bank that has the capacity of entering into contracts and of offering
Goods, Services, real Estate and Works.
Contractor means a Vendor who has entered into a contract with the Bank for the provision
of Goods, Services, Real Estate or Works.
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Goods means tangible items, including assets and expendable items that are purchased,
hired, leased or rented by the Bank, A ‘Good’ may include related Services, such as
transportation, insurance, installation, commission, training and initial maintenance, provided
that the value of those Services is less than the value of the Goods acquired.
Natural Person means an individual authorized by the laws of a member country of the Bank
to offer Goods, Services, Real Estate and Works.
Real Estate, also known as real property, means land, buildings and premises that are
purchased, built or leased by the Bank.
Services means all services except consulting services. For the purposes of this Directive
“Consulting Services” refers to expert intellectual or advisory services.
Vendor means any Natural Person or Business that is in the business of selling or otherwise
providing Goods, Services, Real Estate or Works.
Works means the construction, reconstruction, demolition, outfitting, repair or renovation of
premises or related infrastructures. Such contracts may include related Services where the
value of those Services does not exceed the value of the Works.
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List of Member Countries of the Bank:
REGIONAL COUNTRIES
1.

Algeria*

5. 5. Burkina Faso*
9.
13.

Central
African Rep. *

2.

Angola*

6.

Burundi*

3. 3. Benin

10. Chad*

7.

Cameroon*

11. Comoros

Côte d’Ivoire 14.
Democratic 15. Djibouti
(HQ)
Rep of Congo*

4. 4. Botswana
8. Cape Verde
12. Congo
16. Egypt*

17. Equatorial
Guinea

18. Eritrea

19. Ethiopia*

20. Gabon*

21. Gambia

22. Ghana*

23. Guinea

24. Guinea
Bissau**

25. Kenya*

26. Lesotho

27. Liberia*

28. Libya

29. Madagascar*

30. Malawi

31. Mali*

32. Mauritania

33. Mauritius **

34. Morocco*

35. Mozambique*

36. Namibia

37. Niger

38. Nigeria*

39.
Republic
South Africa*

41. Sao Tome & 42. Senegal*
Principe**

of 40. Rwanda*

43. Seychelles

44. Sierra Leone*

45. Somalia

46. South Sudan*

47. Sudan*

48. Swaziland

49. Tanzania*

50. Togo*

51. Tunisia*

52. Uganda*

53. Zambia*

5354. Zimbabwe*

NON REGIONAL COUNTRIES
1.

Argentina

2.

Austria

3.

Belgium

4.

Brazil

5.

Canada

6.

China

7.

Denmark

8.

Finland

9.

France

10. Germany

11. India

12. Italy

13. Japan*

14. Korea

15. Kuwait

16. Luxembourg

17. Netherlands

18. Norway

19.

20. Turkey

21. Saudi Arabia

22. Spain

23. Sweden

25. United Kingdom

26.

United States
of America
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PART II

CONTRACT CONDITIONS
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SECTION 9 – CONTRACT CONDITIONS
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Appendix 9A
Specific Conditions
1. In conformity with Appendix 6J, the Bidder shall include in its Proposal a
contract which shall substantially conform with Section 9.
2. Notwithstanding the foregoing, the resulting contract must include and cannot
derogate from the conditions of the General Terms and Conditions for the
Purchase of Goods and Services (Appendix 9B) identified as “Mandatory
Conditions” in paragraph 3 below and from the Code of Conduct (Appendix
9D).
3. The provisions of Appendix 9B considered as “Mandatory Conditions” are:

1.2

Representations

1.2.2

The Supplier declares that it is fully cognizant of and undertakes to comply with
the Code of Conduct of the Bank regarding suppliers that is attached to the
Agreement.

1.3

Performance of Agreement

1.3.4

The Supplier shall not engage in engaged in Corrupt, Fraudulent, Coercive,
Collusive or Obstructive practices in connection with the Agreement, the Bank
may at its discretion, do any one or combination of the following: (i) void or
terminate the Agreement; (ii) declare the Supplier ineligible to enter into
contracts in connection with matters financed by the Bank; or (iii) pursue legal
proceedings against the Supplier. For the purposes of this paragraph:
(i) “Corrupt practice” means the offering, giving, receiving or soliciting of
anything of value to influence the procurement process or in Agreement
execution.
(ii) “Fraudulent practice” means a misrepresentation of facts in order to
influence a procurement process or the execution of a contract or
Purchase Order to the detriment of the Bank, and includes collusive
practice among Bidders, or between bidders and Bank staff (prior to or
after bid submission) designed to establish bid prices at artificial noncompetitive levels and to deprive the Bank of the benefits of free and open
competition.
(iii) “Coercive practice” is an act or omission that impairs or harms, or
threatens to impair or harm, directly or indirectly, any party or the property
of the party to improperly influence the actions of a party;
(iv) “Collusive practice” is an arrangement between two or more parties
designed to achieve an improper purpose, including influencing improperly
the actions of another party.
(v) “Obstructive Practice” means deliberately destroying, falsifying, altering, or
concealing of evidence material to the investigation or making false
statements to investigators in order to materially impede a Bank
investigation into allegations of a corrupt, fraudulent, coercive or collusive
practice, and/or threatening, harassing or intimidating any party to prevent
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it from disclosing its knowledge of matters relevant to the investigation or
from pursuing the investigation; or acts intended to materially impede the
exercise of the Bank’s inspection and audit rights;
1.5

Liability, Immunities and Applicable Law

1.5.2

Nothing in the Agreement or relating thereto shall be construed as constituting
a waiver of the privileges or immunities of the Bank.

1.9

Taxes

1.9.1

Supplies for the Bank are exempted from taxes and customs duty in accordance
with Article 57 of the Bank’s Charter. Accordingly prices shall be quoted or
invoiced free and clear of all applicable taxes, including value added tax, sales
tax, duties, fees, levies or surcharges imposed by, or pursuant to the laws,
statutes or regulations of any governmental agency or authority.

1.9.2

If a Supplier is unable to quote or invoice exclusive of all applicable taxes, such
taxes shall be separately set forth on the quote or invoices and the Supplier shall
provide to the Bank any additional information or document as may be required
by the Bank for obtaining the requisite exemption.

1.10

Payment terms

1.10.1

In no event shall the Bank be required to pay for any goods or services not
expressly identified in the Agreement.

1.10.2

Prices indicated in the Supplier’s bid shall be deemed to be firm, complete and
not subject to revision. The prices are deemed to include all fees and charges,
ordinarily included with the goods and services, including those relating to
packaging, storage, insurance and transport to point of delivery and all other
expenses necessary for the execution of this Agreement.

1.10.3

If the Agreement includes maintenance services, the prices for maintenance are
deemed to include:
(i) The value of parts or components and the costs of equipment,
ingredients and labor necessary for the performance of the maintenance
services;
(ii) The travel allowances and expenses necessitated by changes to the
goods at the initiative of the Supplier after approval of the Bank.
Except as otherwise provided in the Agreement, payment will normally be made
by bank transfer within 30 days after receipt and acceptance of goods or from
receipt of a properly signed invoice whichever is later. Invoices must be sent in
duplicate (one original and one copy) at the address specified in the Agreement.

1.10.4

Invoices shall contain the following information: Agreement number, description
of goods or services, quantities, indicating bank address and account number,
unit price per item, agreed additional costs, total price, make, model and serial
number or part number of goods supplied. The bank address and account
number where payment is required should also be indicated on the Invoice.

1.10.5

Not applicable

1.10.6

Unless otherwise provided in the Agreement, the Bank shall pay only for goods
received and for services rendered.
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1.14

Termination

1.14.1

The Bank may terminate this Agreement, in whole or in part, at any time for its
convenience by giving the Supplier a notice of such a termination stating that
termination is for the Bank’s convenience, the extent to which performance
under this Agreement is terminated, and the effective termination date.

1.17

Liability

1.17.1

The Supplier shall be liable for all damages arising from his action or that of his
agents, of which the Supplier or its agents could be rendered responsible under
applicable laws.

1.17.2

The Supplier shall bear the full financial consequences of any material damage
or personal injuries, including death which, through the Supplier’s action or that
of its agents, may be suffered by the Supplier, its agents, the Bank or its agents
or any third party.

1.18

Intellectual Property and Confidentiality

1.18.5

The Supplier shall not use the Bank’s name or emblem in the absence of a prior
express authorization from the Bank.

1.19

Dispute Settlement

1.19.1

The parties shall make every effort to resolve any disagreement or dispute
arising between them under or in connection with this purchase order amicably
by direct informal negotiation. The party asserting the existence of a
disagreement or dispute shall, promptly upon becoming aware of such
disagreement or dispute, notify the other party in writing (such writing being
referred to herein as the “Notice of Dispute”) specifying the nature of the
disagreement or dispute, and shall also provide such other information about
the disagreement or dispute as the other party may reasonably require

1.19.2

If, forty-five (45) days after the date the Notice of Dispute has been given, the
parties have been unable to amicably resolve the dispute or difference, either
party may require that such dispute be settled by arbitration in accordance with
the UNCITRAL Arbitration Rules as at present in force.

1.19.3

The arbitral tribunal shall comprise one arbitrator jointly chosen by the parties.
However, where the parties are unable to reach an agreement within sixty (60)
days of notification of the Conciliation Notice, the London Court of International
Arbitration (LCIA) shall become the appointing authority.

1.19.4

The arbitration shall take place in the venue specified in the Agreement, or,
failing that, in Abidjan , Côte d’Ivoire and shall be in the English language.

1.19.5

The resulting award shall be final and binding on the parties and shall be in lieu
of any other remedy.

1.19.6

Nothing contained in this Contract shall be construed as or constitute a waiver,
renunciation or other modification of any privileges, immunities and exemptions
accorded to the Bank under the Agreement Establishing the African
Development Bank, international conventions or any other applicable law.

1.19.7

The provisions of this article shall remain in force after the termination of this
Agreement.
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APPENDIX 9B - General Terms and Conditions
for the Purchase of Goods and Services
(Version 14/04/2017)
Code of Conduct of the Bank regarding suppliers
that is attached to the Agreement.

1.1 Constitution of Agreement
1.1.2

For the purpose of these General
Terms and Conditions for the Purchase of Goods
and Services (the “GTC”), the “Bank” shall mean the
African Development Bank and “Supplier" shall
mean the party to the Agreement offering goods or
services to the Bank.

1.1.3

The Agreement may include Special
Conditions, Terms or Reference or any other
documents expressly provided as being an integral
part of the Agreement.
Any reference to
“Agreement” in these GTC also refers to the
Agreement’s complementary documents.

1.1.4

The submission of any bid shall
constitute acceptance of the GTC, except to the
extent they may be modified by Special Conditions
included in the Agreement.

1.2.3

The Supplier acknowledges that the Bank
is entitled to verify the accuracy and veracity of the
statements listed in paragraph 1.2.1 above. The
Supplier shall facilitate the verification of the
statements and shall complete any formality and
provide any documents as may be required by the
Bank.

1.3

Performance of Agreement

1.3.1

The Supplier shall not assign, transfer
or subcontract any of its obligations under this
Agreement, unless authorized in writing by the
Bank. It shall be solely responsible for the
performance of the Agreement in every respect.

1.3.2
1.2
1.2.1

Representations
The Supplier represents and warrants

that:

(i)

The Supplier has title to the goods and is fully
qualified to sell, lease, or license such goods
or that is has all required skills, experience,
authorizations, licenses and permits
necessary for the performance of the
Services, as applicable;

(ii)

The Supplier is not prohibited from bidding
for a public procurement under the laws of
the jurisdiction under which the Supplier
operates;

(iii)

The Supplier warrants that it has not been
debarred from supplying goods or services
by any international organization;

(iv)

(v)

The Supplier ensures that wages of his
personnel, their hours of work and the other
labor conditions are at least as favorable as
those established for work of the same
character in the trade or industry concerned
in the area where the work is carried out; and

Unless otherwise specified by or
agreed with the Bank, the Supplier shall indicate the
Agreement number on all invoices, shipping
documents, packing slips, packages and
correspondence, which shall be addressed to the
Bank unless otherwise stated.

1.3.3

The Supplier shall immediately report
to the Bank in writing any problems encountered
which may jeopardize the performance of the
Agreement.

1.3.4

The Supplier shall not engage in
engaged in Corrupt, Fraudulent, Coercive, Collusive
or Obstructive practices in connection with the
Agreement, the Bank may at its discretion, do any
one or combination of the following: (i) void or
terminate the Agreement; (ii) declare the Supplier
ineligible to enter into contracts in connection with
matters financed by the Bank; or (iii) pursue legal
proceedings against the Supplier. For the purposes
of this paragraph:

(i)

“Corrupt practice” means the offering, giving,
receiving or soliciting of anything of value to
influence the procurement process or in
Agreement execution.

(ii)

“Fraudulent
practice”
means
a
misrepresentation of facts in order to
influence a procurement process or the
execution of a contract or Purchase Order to
the detriment of the Bank, and includes
collusive practice among Bidders, or
between bidders and Bank staff (prior to or
after bid submission) designed to establish
bid prices at artificial non-competitive levels
and to deprive the Bank of the benefits of free
and open competition.

The Supplier conforms to all relevant laws
and regulations of the country where the
goods are to be delivered and where the
services are to be performed.

1.2.2

The Supplier declares that it is fully
cognizant of g and undertakes to comply with the
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(iii)

(iv)

(v)

“Coercive practice” is an act or omission that
impairs or harms, or threatens to impair or
harm, directly or indirectly, any party or the
property of the party to improperly influence
the actions of a party;
“Collusive practice” is an arrangement
between two or more parties designed to
achieve an improper purpose, including
influencing improperly the actions of another
party.
“Obstructive Practice” means deliberately
destroying, falsifying, altering, or concealing
of evidence material to the investigation or
making false statements to investigators in
order to materially impede a Bank
investigation into allegations of a corrupt,
fraudulent, coercive or collusive practice,
and/or threatening, harassing or intimidating
any party to prevent it from disclosing its
knowledge of matters relevant to the
investigation
or
from
pursuing
the
investigation; or acts intended to materially
impede the exercise of the Bank’s inspection
and audit rights;

1.3.5

Trade terms shall have the meanings
assigned to them in the latest edition of
INCOTERMS.

1.5.2

Nothing in the Agreement or relating
thereto shall be construed as constituting a waiver
of the privileges or immunities of the Bank.

1.5.3

The Agreement shall be governed by,
enforced and construed in accordance with the laws
of England.

1.6
1.6.1

Prior to the commencement of the work
under this Agreement, the Supplier shall obtain and
maintain at its own expense for the duration of this
Agreement, appropriate insurance coverage with
appropriate loss limits, including any such insurance
as required by the law of the country of incorporation
or license and by the country where the goods are
to be delivered or where the services are to be
performed. Upon request, the Supplier shall provide
the Bank with certificates of insurance for this
insurance coverage.

1.7

1.4

Environmental Protection

Documents

1.7.1

The Supplier shall furnish all
documents and technical information, including any
information necessary for the maintenance or
operation of the goods, that the Bank may deem
necessary, in the language requested.

1.8

1.3.6

The Supplier shall be responsible for
obtaining and renewing at its own cost and in due
time such approvals, consents, governmental and
regulatory authorizations, licenses and permits as
may be required or deemed necessary by the Bank
to perform this Agreement.

Insurance

Changes to Agreement and
Amendments

1.8.1

The Bank may, at any time, by written
order designated or indicated to be a change order,
make changes to the Agreement or any part thereof
within the general scope of the Agreement, provided
the stage reached in the performance of the
Agreement so allows.

1.8.2
1.4.1

The Supplier shall ensure that the work
performed under the Agreement meets the legal
requirements in force on the environment, safety,
human health and preservation. It must be able to
justify compliance at any time during the
performance of the Agreement and during the
warranty period upon request of the Bank.

If any such change increases or decreases
the cost of and/or the time required for the
performance of any part of the Agreement, an
equitable adjustment shall be made in the
Agreement price or time schedule or both, and this
Agreement shall accordingly be amended. No
change in, modification of, or revision to this
Agreement shall be valid unless in writing and
signed by an authorized representative of the Bank.

1.4.2

In case the legal requirements referred
to in paragraph 14.1 above evolves during the
performance
of
the
Agreement,
any
changes requested by the Bank to comply with the
new requirements shall be effected through an
amendment of the Agreement.

1.5
1.5.1

Liability, Immunities and Applicable Law

The financial liability of the Bank under
the Agreement shall not exceed the total amount
specified in the Agreement.

1.8.3

The parties may agree to amend this
Agreement, provided that such amendment is
mutually agreed to in writing by the parties.

1.9
1.9.1

Taxes

Supplies for the Bank are exempted
from taxes and customs duty in accordance with
Article 57 of the Bank’s Charter. Accordingly prices
shall be quoted or invoiced free and clear of all
applicable taxes, including value added tax, sales
tax, duties, fees, levies or surcharges imposed by,
or pursuant to the laws, statutes or regulations of
any governmental agency or authority.
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1.10.6
1.9.2

If a Supplier is unable to quote or
invoice exclusive of all applicable taxes, such taxes
shall be separately set forth on the quote or invoices
and the Supplier shall provide to the Bank any
additional information or document as may be
required by the Bank for obtaining the requisite
exemption.

1.10 Payment terms
1.10.1

In no event shall the Bank be required
to pay for any goods or services not expressly
identified in the Agreement.
Prices indicated in the Supplier’s bid
shall be deemed to be firm, complete and not
subject to revision. The prices are deemed to
include all fees and charges, ordinarily included with
the goods and services, including those relating to
packaging, storage, insurance and transport to point
of delivery and all other expenses necessary for the
execution of this Agreement.

1.10.2

1.10.3

If the Agreement includes maintenance
services, the prices for maintenance are deemed to
include:

(i)

The value of parts or components and
the costs of equipment, ingredients and
labor necessary for the performance of
the maintenance services;

(ii)

The travel allowances and expenses
necessitated by changes to the goods
at the initiative of the Supplier after
approval of the Bank.

Unless otherwise provided in the
Agreement, the Bank shall pay only for goods
received and for services rendered.

1.11 Inspection, Acceptance or
Rejection
1.11.1 The Bank shall have 30 calendar days after
proper receipt of the goods or services purchased
to inspect them and either to accept or reject them
as non-conforming with the Agreement.

1.11.2 Rejected goods will be returned to the
Supplier, transportation charges collect, or held by
the Bank for disposition at the Supplier's risk and
expense.

1.11.3 Based on an inspection of a valid sample,
the Bank may reject the goods or services in whole
or in part. If goods delivered or services performed
by the Supplier are found to be defective, the Bank
shall have the right to require the correction thereof
by the Supplier. The Bank may charge the Supplier
for the cost of inspecting or re-inspecting rejected
goods and/or services.

1.11.4 The Supplier agrees that the Bank's
payment under this Agreement shall not be deemed
acceptance of any goods or services delivered
hereunder. Failure to reject the goods or services
within 30 days shall be deemed acceptance.
However, acceptance whether express or implied,
shall not relieve the Supplier of its warranty
obligations or liability for latent defects.

1.12 Warranty
1.12.1 The Supplier warrants that all goods

Except as otherwise provided in the Agreement,
payment will normally be made by bank transfer
within 30 days after receipt and acceptance of
goods or from receipt of a properly signed invoice
whichever is later. Invoices must be sent in
duplicate (one original and one copy) at the address
specified in the Agreement.

1.10.4

Invoices shall contain the following
information: Agreement number, description of
goods or services, quantities, indicating bank
address and account number, unit price per item,
agreed additional costs, total price, make, model
and serial number or part number of goods supplied.
The bank address and account number where
payment is required should also be indicated on the
Invoice.

1.10.5

Irrespective of their nature, all claims of
the contractual parties, other than warranty claims,
arising from or in any way connected with the
Agreement, shall be asserted within 6 months after
its termination.

supplied under the Agreement are:

(i)

In conformity with the specifications,
drawings, Terms of Reference or any other
description of the goods or services that
has been provided by the Bank;

(ii)

In conformity with national or international
technical, safety, health and environmental
protection standards or recommendations;

(iii)

Free from any defects
workmanship or materials.

in

design,

1.12.2 All warranties specified in this Agreement
shall be in addition to any other warranties, express,
statutory or implied. This warranty shall survive the
Bank’s inspection, acceptance and payment, and
the Bank’s continued use of the goods or services
after notifying the Supplier of their failure to conform
to the Agreement or breach of warranty will not be
considered a waiver of the Bank’s right to a remedy.

1.12.3 Unless

otherwise provided in the
Agreement, the warranty period for all goods and
service, as applicable, shall be at least 12 months
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from the date of acceptance pursuant to article 1.11.
The Supplier shall carry out all work, such as
modifications and repairs, necessary to comply with
the terms of the Agreement, or replace any part that
is not complying with these terms during the
warranty period. All costs (including transportation)
arising in connection with this obligation will be
borne by the Supplier.

carry out any of its obligations under this Agreement
for any reason attributable to the Bank, then the
Supplier may give a notice to the Bank of such
events, and if the Bank has failed to pay the
outstanding sum or to remedy the situation within
forty-five (45) days of such notice, the Supplier may
by a further notice to the Bank forthwith terminate
this Agreement.

1.12.4 If the Supplier fails to comply with the above

1.14.5

requirements, the Bank may, after notice to the
Supplier, take action at the Supplier’s expense
which, in the opinion of the Bank is necessary.

1.13 Suspension
1.13.1 The Bank may at any time suspend the
performance of this Agreement or any part thereof
for its convenience by a written notice specifying the
part to be suspended, the effective date and the
anticipated period of suspension. The Bank shall not
be responsible for the cost of the Supplier’s further
performance of the suspended part after the
Supplier has been notified to suspend performance.

1.13.2 Suspension of this Agreement shall not
prejudice or affect the accrued rights or claims and
liabilities of either party to this Agreement.

1.14 Termination
1.14.1

The Bank may terminate this
Agreement, in whole or in part, at any time for its
convenience by giving the Supplier a notice of such
a termination stating that termination is for the
Bank’s convenience, the extent to which
performance under this Agreement is terminated,
and the effective termination date.

1.14.2

If the Supplier has abandoned or
repudiated this Agreement, has without valid reason
failed to commence work under this Agreement or
has violated any of the terms of this Agreement, the
Bank will notify the Supplier in writing describing the
failure or violation
and give the Supplier a
reasonable opportunity to remedy the default within
a period of at least three (3) days. The Bank may,
by written notice, without prejudice to any other
remedy it may be entitled to, terminate this
Agreement in whole or in part if the Supplier fails to
remedy such default within the period specified.

1.14.3

Notwithstanding paragraph 1.14.2
above, the Bank shall have the right, in its sole
discretion, to terminate the Agreement for default,
without having to give the Supplier an opportunity to
remedy, if the Supplier is in violation of paragraphs
1.3.1 or 13.4 of this Agreement, or if the Supplier
becomes insolvent or bankrupt or ceases paying its
debts generally as they mature.

Upon receipt of the notice of
termination under paragraphs 1.14.1, 1.14.2, 1.14.3
or 1.14.4, the Supplier shall, either immediately or
upon such date as is specified in the notice of
termination cease all further work under this
Agreement, except for such work as the Bank may
specify in the notice of termination for the sole
purpose of protecting that part of the goods already
delivered or of services already rendered or except
for any work required in order to leave the site in a
clean and safe condition. Subject to paragraph
1.14.6, the Supplier shall be entitled to be paid the
Price specified in the Agreement attributable to the
portion of the Agreement executed as at the date of
termination, including all services provided and
goods delivered, and reasonable costs, if any,
incurred in in leaving the site in a clean and safe
condition. In case of partial termination of this
Agreement,
the
Supplier
shall
continue
performance of this Agreement to the extent not
terminated.

1.14.6

In the event of termination for default
pursuant to paragraphs 1.14.2 and 1.14.3, the Bank
may procure, upon such terms and in such manner
as it may deem appropriate, goods similar to those
not delivered and the Supplier shall be liable for any
excess costs or damage caused to the Bank by the
Supplier’s default. The Bank reserves the right to
offset costs, incurred by it in relation to the
termination of the Agreement, from any monies due.

1.14.7

In the event of termination for
convenience pursuant to paragraph 1.14.1, the
Bank will, in addition to the amounts payable under
paragraph 1.14.5, pay to the Supplier an equitable
adjustment, not to exceed the total Agreement price,
to compensate the Supplier for:
(i)

the services accepted by the Bank but not
paid previously and adjusted for any
savings;

(ii)

costs incurred in the performance of the
work terminated, including initial and
preparatory expenses; and

(iii)

the cost of settling disputes with and
making payments to the Supplier’s
contractors, subcontractors or lessors
under terminated agreements properly
chargeable to the terminated portion of the
Agreement
and
not
included
in
subparagraphs (i) and (ii) above;

1.14.4

If the Bank has failed to pay the
Supplier any sum due under this Agreement within
the specified period or if the Supplier is unable to
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1.14.8

Termination of this Agreement in whole
or in part by the Bank shall not prejudice or affect
the accrued rights or claims and liabilities of either
party to this Agreement.

1.15 Audit
1.15.1

The Supplier agrees to maintain, in
accordance with sound and generally accepted
accounting practices, records supporting all
amounts invoiced under this Agreement.

1.15.2

The Supplier shall make such records
available to the Bank or the Bank’s designated
representative at all reasonable times until the
expiration of three (3) years after the date of the final
payment, for the purpose of auditing this
Agreement.

1.15.3

In the event an audit determines that
the Bank has overpaid the Supplier, the Supplier
shall reimburse the Bank, within thirty (30) days
after receipt of a written request thereof, the amount
of any such overpayment.

1.16 Liquidated Damages
1.16.1

If the Supplier fails to perform this
Agreement or any part thereof within the specified
time stated in the Agreement, the Bank may, without
prejudice to any other remedy under this
Agreement, deduct from the Agreement price, as
liquidated damages, a sum equal to 0.1% of the
Agreement price for each day of delay until actual
performance.

1.16.2

The liquidated damages shall begin to
accrue Penalties the day after the contract period of
performance of the services has expired, without the
need to notify the Supplier in writing of such default.

1.17 Liability
The Supplier shall be liable for all
damages arising from his action or that of his
agents, of which the Supplier or its agents could be
rendered responsible under applicable laws.

1.17.2

The Supplier shall bear the full financial
consequences of any material damage or personal
injuries, including death which, through the
Supplier’s action or that of its agents, may be
suffered by the Supplier, its agents, the Bank or its
agents or any third party.

1.18.1

1.18.2

The Supplier shall be liable for all the
consequences, in particular legal and financial, of
the exercise by the Bank of its rights, and shall
guarantee the Bank against any claim.

1.18.3

If the Supplier is prevented from using
the goods or services provided hereunder, the Bank
shall return said items to the Supplier who shall
refund the Bank for the price paid and for the costs
of transportation, installation (if any) and all other
costs relating to the acquisition thereof.

1.18.4

The Supplier shall not, while
performing this Agreement or at any time thereafter,
utilize in any manner prejudicial to or incompatible
with the interests of the Bank any information of a
restricted or confidential nature that may come to its
knowledge in connection with the performance of
this Agreement.
The Supplier shall not use the Bank’s
name or emblem in the absence of a prior express
authorization from the Bank.

1.18.5

1.19 Dispute Settlement
1.19.1

The parties shall make every effort to
resolve any disagreement or dispute arising
between them under or in connection with this
purchase order amicably by direct informal
negotiation. The party asserting the existence of a
disagreement or dispute shall, promptly upon
becoming aware of such disagreement or dispute,
notify the other party in writing (such writing being
referred to herein as the “Notice of Dispute”)
specifying the nature of the disagreement or
dispute, and shall also provide such other
information about the disagreement or dispute as
the other party may reasonably require

1.19.2

1.17.1

1.18 Intellectual
Property
Confidentiality

any of the goods or components thereof supplied by
the Supplier to the Bank.

and

The Supplier undertakes to indemnify
and hold the Bank and its agents and principals
harmless against any claim for infringement of
intellectual property rights by the transfer or use of

If, forty-five (45) days after the date the
Notice of Dispute has been given, the parties have
been unable to amicably resolve the dispute or
difference, either party may require that such
dispute be settled by arbitration in accordance with
the UNCITRAL Arbitration Rules as at present in
force.

1.19.3

The arbitral tribunal shall comprise one
arbitrator jointly chosen by the parties. However,
where the parties are unable to reach an agreement
within sixty (60) days of notification of the
Conciliation Notice, the London Court of
International Arbitration (LCIA) shall become the
appointing authority.

1.19.4

The arbitration shall take place in the
venue specified in the Agreement, or, failing that, in
Abidjan , Côte d’Ivoire and shall be in the English
language.
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1.19.5

The resulting award shall be final and
binding on the parties and shall be in lieu of any
other remedy.

the right, by notice to the other party, to terminate
this Agreement

1.21 Severability
1.19.6

Nothing contained in this Contract shall be
construed as or constitute a waiver, renunciation or
other modification of any privileges, immunities and
exemptions accorded to the Bank under the
Agreement Establishing the African Development
Bank, international conventions or any other
applicable law.

1.19.7

The provisions of this article shall
remain in force after the termination of this
Agreement.

1.21.1

If any provision of the Agreement is held to
be invalid or unenforceable, the remainder of the
Agreement will remain in full force and effect, and
such provision will be deemed to be amended to the
minimum extent necessary to render it enforceable.

2. Packaging, Title and Risk of Loss
for Goods
2.1.1

1.20 Force Majeure
1.19.1 "Force Majeure" means any event or
condition which (a) wholly or partially delays or
prevents a party from performing any of its
obligations under this Agreement, (b) is
unforeseeable and unavoidable, (c) is beyond the
reasonable control of such party, and (d) occurs
without the fault or negligence of such party.
1.19.2 The party affected by such Force Majeure
shall give prompt written notice to the other party of
the nature and probable duration of such Force
Majeure, and of the extent of its effects on such
party's performance of its obligations hereunder.
1.19.3 During the continuance of such Force
Majeure, the obligations of the affected party shall
be suspended to the extent necessitated by such
Force Majeure.

The Supplier shall provide proper and
adequate packaging in accordance with prevailing
commercial best practices to ensure that material
shipped to the Bank will be delivered free of
damage. The Supplier shall use commercially
reasonable efforts to utilize recycled and/or
recyclable packaging materials. Expenses incurred
by the Bank due to the Supplier's non-compliance
with such instructions will be for the Supplier’s
account. The Bank reserves the right to reject any
and all shipments deemed by the Bank to have been
inadequately packaged.

2.1.2

Title to all goods furnished under the
Agreement shall be transferred free and clear of all
liens, claims, security interests or other
encumbrances when title thereto passes to the
Bank. Title will pass to the Bank on the earlier of the
date of the payment for such goods or acceptance
of the goods. The Supplier shall assume all risk of
loss or damage for the goods until such time the title
passes to the Bank.

1.19.4 In the event of Force Majeure which delays
performance of the Agreement or any part thereof
by more than thirty (30) days, either party shall have
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Appendix 9C

Service Level Agreement
This appendix provides a template for the SLA, which will serve as the basis
for the SLA agreed to by the parties.
1. SERVICE LEVEL AGREEMENT

This document describes Service levels for Hosted services provides to the Bank
during the period covered by the service agreements in force between the Bank
and the vendor. This document also provides metrics used to measure the level of
performance in delivering hosted services to the bank. The document describes
escalation procedures, and methods associated with application of Service Level
Agreement (SLA) as a tool for managing predictable delivery of services to the
Bank.
1.1. CHARACTERISTICS FOR PROBLEM CATEGORIZATION
1.1.1. Severity Codes
The following characteristics are used to identify the severity of a problem report:
. Business and financial exposure
. Work outage
. Number of clients affected
. Workaround
. Acceptable resolution time
It is not necessary (nor is it likely) to have perfect match of each characteristic to
categorize a problem report at a particular severity level. A given problem must be
judged against each of the characteristics to make an overall assessment of which
severity level best describes the problem.
1.1.2. Levels of Service
The service levels offered by the Vendor to the Bank are described below. The
Vendor’s goal must be to meet, and even exceed, when possible, the levels of
services described below:
Problem
Severity Level

Description

Severity Level
1- Emergency

Mission critical: your business-critical process(s) are unable to
function – The System is not functioning and at least one your
business critical process is catastrophically affected. There is no
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workaround that is acceptable, thereby preventing a department or
workgroup from performing a mission critical business function(s).

Severity Level 2
- High

Significant impact to mission critical business process(s) – A major
problem impedes the ability to perform mission business critical
function(s) due to major functionality not working. A temporary
work-around that is acceptable to you is available.

Severity Level 3
- Medium

Not able to accomplish all functions - Minor function(s) not working
causing non-critical work to back up.

Severity Level 4
- Low

Inconvenience – The System is causing a minor disruption in the
way tasks are performed but does not stop workflow. Able to
accomplish all functions, but not as efficiently as normal. May
include cosmetic issues - especially in constituent facing
applications.

1.1.3. Levels of Effort

The level of effort expected of the Vendor shall be exercised in full, either through
corrective maintenance activities or through preventative maintenance activities.
1.1.4. Service level indicator
The following measures will be used to determine the level of service performance.
Measure

Metric

standard

Availability

System is
available for use

99.95% Availability
excluding
scheduled
maintenance

Problem
Management

Severity Level 1
100% resolved
Problem Resolved within 4 hours
Severity Level 2
100% resolved
Problem Resolved within 12 hours
Severity Level 3
80% resolved
Problem Resolved within 1 working
days. 100%
resolved within 2
working days
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Severity Level 4
80% resolved
Problem Resolved within 5 working
days. 100%
resolved within 7
working days
Vendor Help Desk

Help Desk call
wait time

At least 99% of
Help Desk calls
are answered in 2
minutes or less ( a
call pick-up
system may be
used)

Help Desk call
busy signal

Less that 1% of
calls get a busy
signal

Support calls for
Severity Level
1and Level 2

Support call
Severity Level 1
and Level 2
callback time

Vendor must
respond back to
Bank in 30
minutes or less
from the time the
Bank made the
call

Data Retention

Monthly copy of
Bank data for
retention

If need, vendor
must provide Bank
a monthly copy of
data in a format
designated by
Bank

1.2. OPTIONAL SERVICES

The Bank may from time to time request the vendor to provide additional services
over and above those covered under the scope of this agreement. Such services
shall not be subject to the terms of this Service Level Agreement, unless such
services are incorporated into this document and associated service agreement via
addendum or via publication of a revision to this document and associate service
agreement.
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1.3. LIMITATION
As maintenance windows can skew the result of Service Level Indicators,
maintenance of systems by the vendor, will need to be communicated, so that the
measures can be adapted accordingly. These include both scheduled maintenance
windows and emergency maintenance case. To ensure the validity of the metrics,
maintenance times will be excluded during measurement and reporting on service
level attainment.
1.4. REMEDY FOR NON-PERFORMANCE
If the Bank and the vendor determine in their reasonable judgment that vendor’s
service to the bank was unsatisfactory base on the service level indicators, Vendor
will credit the customer’s account as specified under each service description.
Resolution of any disputes regarding vendor’s obligations resulting nonperformance shall be governed under procedure outlined in the Service
Agreements between vendor and the Bank. The Bank will communicate scheduled
service outages to the vendor, the purpose of correctly identifying service periods
subject to measurement against Service Level Indicators. Such service outages
might include schedule maintenance, as well as outages scheduled with little
advance notice such as those associated with update of server virus definitions.
1.5. OTHER SERVICES
The following hardware and software application-related services shall also be
provided:
1.5.1. Application monitoring
The Vendor will make every effort to conduct, upon the Bank’s request, periodic
monitoring of the system performance to determine whether there is deterioration
and advice the Bank on the same.
1.5.2. Transition of new or modified applications
When a new or modified application is ready to be transitioned into support,
planning and coordination of the necessary activities between the Bank’s Corporate
Application Service and the Vendor’s support team will be conducted by the Bank’s
Corporate Application Service. Other requirements include:
Support will commence for new or modified software immediately after deployment.
The Vendor shall make available to the Bank the required support resources
(human and other) to provide knowledge transfer for a period of 60 days after
deployment of new software and/or upgrade.
1.5.3. Status reporting
Monthly status reports will be completed by the Bank’s Corporate Application
Service and submitted to the Vendor for all items covered by the Maintenance
Contract. The monthly Status reports will be discussed by the Bank’s Corporate
Application Service or the Bank’s Chief Information Security Officer with the
Vendor’s support management to ensure that the Vendor is aware of the support
issues and risks faced by the Bank.
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1.5.4. Knowledge management
Recording, storing, and retrieval of information to assist in the resolution of
problems will be established by the Vendor and maintained by the Bank.
1.6. PROCESSES AND PROCEDURES RELATED TO THIS SLA
1.6.1. Request for Support
A request for support is defined as a request to fix a defect in existing software
application and/or hardware or a malfunction in the security system as a whole.
Such requests may be executed by e-mail, fax or phone call. In the latter case the
Bank’s security unit must summarize in writing for its file, the conversation held with
the Vendor and/or its Local Agent. The support request sent to the Vendor shall
clearly mention the severity level and security codes of the problem.
1.6.2. Call Management Process

The Vendor shall set up within its organization a unit in charge of recording and
tracking all problem reports, inquires, or other types of calls received from the Bank.
1.6.3. Evaluation Reporting
The Bank will provide regular reporting to the Vendor to indicate how the latter is
performing vis-a-vis the related target performance. These reports are expected to
be produced by the Bank’s operational unit and will provide details on the Vendor’s
performance against SLA targets.
1.6.4. Evaluation Criteria
Reporting against the SLA resolution targets will focus on the time to resolve
operating problems. This evaluation will only address the support requests
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Appendix 9D

AFRICAN DEVELOPMENT BANK
CORPORATE PROCUREMENT DIVISION

CODE OF CONDUCT
FOR THE BANK SERVICE PROVIDERS, SUPPLIERS AND
CONTRACTORS
The purpose of this Code of Conduct (the “Code”) is to outline the key principles
of conduct expected from all service providers, suppliers and contractors (”You”,
“Your”) and the Bank (“Us”, “We”, “Our”).
You and Us agree to respect the principles and spirit of the Code. You should be
aware that any violation of the Code may be considered as poor performance of
Your obligations that could result in actions being invoked by Us, including
termination of the contract and any other relationship without notice and/or
without compensation at Your risk and expense.
The principles and spirit of the Code also applies to Your suppliers,
subcontractors, employees and any other third party (“They”, “Them”) with whom
You assign any part of Your obligations. It is Your responsibility to ensure that
the Code is communicated to Them and They are aware and comply with the
principles and spirit of the Code.
OUR EXPECTATION
You undertake to:
1) Act in good faith:
a.

Execute Your obligations with the highest professional standard to the industry
standards and practices in which you operate and in accordance with the
provisions of the contract;

b.

Refrain from any action that may represent reputational risk to Us, for example,
by paying Your subcontractors and any other third party assigned to the
contract on time, by complying with all applicable laws in your country of
establishment and where the contract is performed;

c.

Not offer any gift of any value to Our staff.
2) Fulfil an advisory and partnership role:
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a. Exercise due care, diligence and skill in providing expert and advisory services,
when required, on the implementation and performance of the goods, services
and/or works under the contract;
3) Maintain Confidentiality and Security of Information:
a. Take appropriate steps to safeguard and maintain confidentiality of Our
confidential information, including maintaining it in confidence, in a secure
location and not disclosing it to third parties (not assigned to the contract)
without Our prior written consent, during the contract period and after its
conclusion;
b. Not use Our name and logo for any purpose without Our prior written consent;
c. Observe the utmost discretion in all matters relating to Us, Our business and
activities.
4) Take appropriate steps to manage any of conflict of interest:
a. Disclose any actual or potential conflict of interest;
b. Disclose any interest Our staff or agent may have in Your business or any other
economic ties
with You.
5) Be transparent:
a. Implement an open book approach;
b. Provide any information and/or documentation relating to the contract upon
request, in a timely manner;
c. Place at Our disposal any accounting or financial information relating to the
contract upon request;
d. Fully cooperate and provide assistance in any investigation relating to the
contract that We commission or conduct (including audits or investigation
relating to fraudulent and corruptive practices).
6) Ensure the probity and integrity of Your staff working on Our contracts:
a. Employ staff who meet minimum requirements in relation to criminal
conviction, security clearance and qualification;
b. Replace any staff, as soon as possible, who are unsatisfactory to carry out the
services under the contract;
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c. Ensure Your staff, whilst on Our premises, are aware of Our code of conduct
for staff and conduct themselves in the same manner as Our staff are expected
to conduct themselves.
7) Not partake in corruption and fraudulent practices:
a. Not accept any gift, favour or compensation that could influence the impartial
performance of Your obligations under the contract;
b. Not offer any gift, favour, compensation or any other inducement that could
influence the actions of any natural person or business;
c. Not act or misrepresent the facts deliberately or recklessly or attempt to induce
Us in error in order to gain any form of advantage;
d. Not collude with two or more persons in order to achieve an improper purpose;
e. Not obstruct any investigation into bribery, fraudulent or collusive activities by
not destroying, altering or deliberately concealing evidence, and not make false
statement to investigators or prosecutors;
f. Not threaten, harass or intimidate a person with the intention to prevent him
or her from sharing information relating to an investigation or wilfully obstruct
Us to exercise Our right of review.

8) Submit to Audit:
a. Permit Us to inspect Your accounts and records relating to Your performance
of the contract and have them audited by auditors appointed by Us.
9) Comply strictly with all laws in your country of establishment and the
country where the contract is performed:
a. Comply with all applicable laws and regulation (for example protection of the
environment; employment laws pertaining to minimum wage, working hours,
working conditions, health and safety at work; payment of taxes and social
security contribution);
b. Undertake initiatives
responsibility.

to

promote

greater

environmental

and

social

10) Endeavour to improve services and deliver value for money:
a. Actively seek to optimise service delivery through savings and efficient cost
management
through the life of the contract;
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b. Proactively pursue continuous improvement of services to reduce waste and
improve efficiency
across Our organization;
c. Support Our “Green” initiatives.

YOUR EXPECTATION
We will:
a. Carry out Our obligations with due care and skill and in accordance with the
contract;
b. Make all payments due as soon as possible;
c. Work with You to optimise service delivery;
d. Make you aware of Bank policies which you are required to comply;
e. Provide all documentation You require to perform Your obligations as soon as
possible.
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Appendix 9E

CONTRACTOR PERFORMANCE
EVALUATION FORM
SERVICE PROVIDER
PURPOSE OF CONTRACT
CONTRACT REFERENCE
DATE OF EFFECTIVENESS
EXPIRATION DATE
EVALUATION PERIOD
TOTAL MAXIMUM POINTS

-

OVERALL EVALUATION SCORE

-

OVERALL SCORE IN %
Very Good: 90% and
above

PERFORMANCE LEVEL
EVALUATED BY

Good: 80% to 89%
Satisfactory: 70% to
79%

APPROVED BY
CERTIFIED BY CHGS.2

Poor: 50% to 69%
Unsatisfactory: 50%
and below

Total
Score

Max.
Possible
Score

1. CONTRACT SUPERVISION QUALITY
2. COMPLIANCE WITH RULES
3. COMPLIANCE WITH TIMEFRAMES
4. SUPPLY
5. HUMAN RESOURCES
6. TECHNICAL RESOURCES
7. MATERIAL RESOURCES
8. APPROPRIATE MEASURES
PROPOSED
9. ANTICIPATION AND PROACTIVE
HANDLING OF PROBLEMS

-

-

-

-

-

-

10. PLANNING
11. COMPLIANCE WITH LOCAL LAWS

-

-

-

-

12. COMPLIANCE OF SERVICES

-

-

Evaluation criteria

Coefficient
(1-3)

Rating
(1 -10)

I. PROVIDER'S CAPACITY
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13.IDENTIFICATION OF SERVICE
PROVIDER'S STAFF (uniform, badge
ETC)

-

-

14. MANAGEMENT EFFECTIVENESS

-

-

15. COST CONTROL
16. COMPLIANCE WITH STANDARDS
17. CAPACITY TO UPDATE SYSTEM
INSTALLED
18. TIME FLEXIBILITY
19. COMPLIANCE WITH CONTRACT
CLAUSES
20. COMPLIANCE WITH
TOR/TECHNICAL SPECIFICATIONS
21. RESPECT FOR THE
ENVIRONMENT

-

-

-

-

-

-

-

-

-

-

-

-

22. INNOVATION OF SERVICES

-

-

23. SKILLS TRANSFER, TRAINING

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

II. STAFF
1.AVAILABILITY OF CONTACT
PERSON
2. NAME OF CONTACT PERSON
3. PERFORMANCE, QUALIFICATION,
COMPETENCE OF STAFF
4. PUNCTUALITY
5. PROFESSIONALISM
6. CAPACITY TO ADAPT
7.RESPONSIVENESS
8. COMPLIANCE WITH INSTRUCTIONS
9. CONFIDENTIALITY
10. TIMELINESS
11. RESPECT OF THE WORK
ENVIRONMENT
12. QUALITY OF COLLABORATION
13. UNDERSTANDING OF WORK
SOFTWARE
14. CONDUCT/BEHAVIOUR
15. WORKING LANGUAGE
III. SERVICES
1. QUALITY OF SERVICE
2. AVAILABILITY OF SERVICE
3. CLEANLINESS
4. QUANTITY
5. VARIETY
TOTAL
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